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Introduction

This purpose of this document is to assist the TopView user with the initial installation and configuration

of TopView alarm and notification software with SCADA Connect.

In addition to this document, we encourage users to watch our SCADA Connect videos for step-by-step

explanations and demonstrations of using TopView with SCADA Connect.

TopView and SCADA Connect

TopView is the alarm and notification software. Once configured, TopView can monitor alarms, send

notifications, create reports, etc.

SCADA Connect provides configuration of the SCADA System gateway for TopView and synchronization
of your SCADA alarms to a TopView configuration (HMI Sync). For some SCADAs it also includes example
scripts to create SCADA tags for health monitoring between TopView and the SCADA Systems as well as

example TopView objects for your HMI.

SCADA System/HMI Support
Current support for SCADA Connect and HMI Sync:

SCADA/HMI HMI Sync
Aveva/Wonderware System Platform Yes
Aveva/Wonderware InTouch Yes
Aveva/Wonderware InTouch Edge Yes
Rockwell FactoryTalk View SE Yes

e A&E Tag-Based — newer FT View versions

e HMI Tag Alarms — older FT View versions

e AR&E Controller-based alarms
Rockwell RSLinx Pro w/ Logix PLC Yes
Rockwell RSView32 (HMI Tags) Yes
GE iFIX Yes
Schneider Citect / Geo SCADA Yes
Schneider ClearSCADA / Geo SCADA Expert Yes
Siemens SIMATIC WinCC v7 Yes
Generic OPC (Any other HMI or PLC that is not supported) N/A



https://www.exele.com/software-products/topview/topview-features/topview-videos/#scadaconnect
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Communication Overview (Gateway)

Gateway (from the SCADA/HMI Vendor)

TopView communicates to the SCADA System through an OPC Server in a gateway provided by the
SCADA vendor.

The “TopView Machine” \
[0 TopView
Alarm and Notification Engine

Data I

£3y OPC Gateway

from SCADA Vendor

D S - )

Configuration

@ SCADA Connect]

Configuration

[SCADA System Data J

Gateways:

The various SCADA vendors provide the OPC gateway as either a built-in feature or separate installation.
See “Gateways” for details on the OPC gateway provided by each vendor.

Although OPC communication can occur remotely between the client (TopView) and the OPC Server
(gateway), we recommend (and only support) installation of the gateway on the same machine as
TopView and SCADA Connect. This provides local OPC communication between TopView and the
gateway. The gateway can then communicate remotely or locally to the SCADA System.

If remote connection is required between the TopView machine and the gateway, please contact your
OPC vendor for instructions to allow remote OPC client (TopView) connections.
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OPC Information
OPC Classic or OPC-UA?

OPC UA stands for OPC Unified Architecture. It is an extensible, platform-independent standard that

enables the secure exchange of information in industrial systems.

Many people are familiar with the older DCOM-based OPC, now called OPC Classic.

How is OPC UA different than OPC Classic?

e OPC Classic relies on Microsoft technologies while OPC UA is platform independent
e OPC Classic does not have built-in security for access control, authentication, and encryption

e OPCUA implements cross-platform security based on the public key infrastructure (PKI) using

industry standard digital certificates

In the industrial software world, many vendors have added support for OPC UA, sometimes in addition

to OPC Classic.

Starting with TopView v6.37, both OPC Classic and OPC UA are supported in TopView, although OPC
Classic is currently used by SCADA Connect and therefore TopView configurations created by SCADA
Connect. We expect this to change in later versions of TopView and SCADA Connect.

SCADA Connect support

SCADA/HMI OPC Classic OPC UA
Aveva/Wonderware System Platform Yes No
Aveva/Wonderware InTouch Yes No
Aveva/Wonderware InTouch Edge Yes No
Rockwell FactoryTalk View SE Yes No

e A&E Tag-Based — newer FT View versions

e HMI Tag Alarms — older FT View versions

e AR&E Controller-based alarms
Rockwell RSLinx Pro w/ Logix PLC Yes No
Rockwell RSView32 (HMI Tags) Yes No
GE iFIX Yes No
Schneider Citect / Geo SCADA Yes No
Schneider ClearSCADA / Geo SCADA Expert Yes No
Siemens SIMATIC WinCC v7 Yes No
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OPC DA Specification
TopView and SCADA Connect allow the user to monitor the current value of “tags” within the OPC
Server. For OPC Classic these are called “items” and in OPC UA they are called “node attributes”.

The OPC specification that allows monitoring of current values is Data Access, or DA. This is the
specification that most people are referring to when they mention “OPC”.

Therefore, for SCADA Connect users your OPC Server should support the Data Access (DA) specification.
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Aveva/Wonderware InTouch (without System Platform)
TopView connects to a single Intouch runtime application though the gateway (FSGateway or

OlGateway from Aveva/Wonderware). The InTouch runtime needs to be running before TopView can
monitor the data.

SCADA System Data = InTouch Runtime

The InTouch runtime (SCADA System) can be on the TopView machine (local) or on a remote machine.
Configuration of the gateway allows the user to specify the machine with the InTouch runtime.

Licensing
A TopView license with SCADA Connect supports one InTouch runtime. If multiple InTouch runtimes
(different applications, different tags) are configured through the same gateway:

o Asingle TopView installation will require a “data server” per runtime. Each TopView license
comes with a default of one data server.
e aseparate TopView Engine should run for each InTouch runtime

Note: It is common for users to have multiple InTouch runtimes within the same application. All of the
runtimes within an application have the same tags, so TopView only needs to connect to one of the
runtimes.

If different applications exist with different tags (e.g., one for Water, one for Wastewater) to be
monitored by TopView, this will require TopView to connect to multiple runtimes (one per application)
and will require a license with more than one data server (one per runtime)
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Aveva/Wonderware System Platform

TopView connects to a "Galaxy" through the gateway (FSGateway or OlGateway from
Aveva/Wonderware).

Galaxy: “The complete ArchestrA system consisting of a single logical name space (defined by the Galaxy

Database) and a collection of Platforms (networked machines), Engines and objects.”

SCADA System Data = | System Platform Galaxy

Most users will only have one Galaxy on one network. The gateway only allows a connection to a single

Galaxy.

The “TopView machine” can be any machine (called "platform") that is part of the Galaxy. Some users
may prefer to install TopView on the Galaxy repository node, and others prefer to install it on a
dedicated server or with one of the App Engines.

TopView will have access to all data in the Galaxy through the OPC gateway. The alarms that TopView
monitors are inside the System Platform App Engine.

Licensing
A TopView license with SCADA Connect can connect to a single Galaxy. If multiple Galaxies are
configured within TopView:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway/galaxy)
e aseparate TopView Engine should run for each Galaxy

Intouch with System Platform
When using InTouch with System Platform, InTouch is a just a "user interface" to the AppEngine and
does not need to be running for TopView to monitor the data in the Galaxy.
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Aveva/Wonderware InTouch Edge (Indusoft)

Edge has an integrated OPC Server that should already be running once Edge is installed. The project
should be started before TopView can monitor the data.

TopView connects to a single Edge runtime project though the included OPC Server gateway.

[ SCADA System Data J = [ Edge Runtime J

The gateway provides access to both alarm and analog tag data. No additional gateway configuration
work is required.

InTouch Edge OPC-DA Server (default used by TopView):

e Studio.Scada.OPC.4 used by SCADA Connect, browsable

Licensing
A TopView license with SCADA Connect supports one Edge runtime. If multiple Edge runtimes (different
gateway, applications, tags) are configured:

e Asingle TopView installation will require a “data server” per runtime. Each TopView license
comes with a default of one data server.
e A separate TopView Engine should run for each Edge runtime
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Rockwell FactoryTalk View SE (A&E tag based, HMI tags)

TopView can connect to one “application” inside of a single FactoryTalk directory through the gateway
(FactoryTalk Gateway, now FactoryTalk Linx Gateway).

SCADA System Data = | FactoryTalk Application

TopView should be installed on the FactoryTalk A&E Server or a FactoryTalk View node.
FactoryTalk Directory and Application and hierarchy:

e FactoryTalk Directory
e FactoryTalk Application

o Area
o Area
=  HMI Server

= A&E Server
= Data Server
e FactoryTalk Application

o Area
o Area
=  HMI Server

= A&E Server
=  Data Server

Your structure and content can be viewed in the FactoryTalk Administration Console.

Configuration of FactoryTalk Gateway (now called FactoryTalk Linx Gateway) involves configuration of
“scope”. If scope is selected as an application then anything inside any area within the application can
be discovered by FT Gateway and therefore seen by TopView. See “Manual Step: Verify/Configure your
gateway”

Controller-based alarms can also be exposed through the A&E Server. See “Rockwell FactoryTalk View SE
(A&E Controller-based alarms)”

Licensing
A TopView license with SCADA Connect can connect to a single Application (the highest scope allowed)
in one FactoryTalk Linx Gateway. Multiple A&E Servers may exist within a single application.

If multiple Applications exist within one FactoryTalk Directory, it is possible to have multiple FactoryTalk
Linx Gateways installed, each accessing an Application. A single TopView installation may be able to
monitor each Application’s data through by accessing each Gateway. If this configuration is desired:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway /application)
e aseparate TopView Engine should run for each gateway/application
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Rockwell FactoryTalk View SE (A&E Controller-based alarms)

TopView can connect to one or more PLCs/Controllers through the A&E Server gateway (FactoryTalk
Gateway, now called FactoryTalk Linx Gateway).

e o[ e

TopView should be installed on the FactoryTalk A&E Server or a FactoryTalk View node.

Expose controller-based alarms to FactoryTalk View A&E Server
Controller-based alarms can be exposed to A&E and TopView:

e In FactoryTalk View SE, go to the RSLinx Enterprise configuration

e Configure a shortcut/topic for each PLC that contains the controller-based alarms
o Change the Enable setting under “Alarms & Events” to "Yes".

e The controller-based alarms should now be visible in the A&E Server gateway

o i] Communication Setup - RNA://$Local/Base_TSI_PlantPAx_rev9a/RSLinx Enterprise - |I:I ﬁl
Device Shortcuts Primary |
emove ool
add| R A =)=} RSLinx Enterprise, WIN-9E 7DV83H24A8
# PLC1 - #9 1789-A17, Backplane
# PLC ML1 # &5 2, Studio 5000 Logix Emulate, Studio 5000 Logix Emulate

&5 EtherNet, Ethernet

: Online [Browsing: Studio 5000 Logix Emulate
Offline Tag File B I
Shorteut Type Processor ;I
Alarms & Events
I 5& Yes I j
buﬁ’er Timeout (min.) 20

"Hispahisu.rrmﬂyaﬂ:‘gﬁedtnhesdec&dﬁormt.
] A[OK_] Cancel | Verity | Help|




Licensing
A TopView license with SCADA Connect can connect to a single FactoryTalk Linx Gateway.

If multiple FactoryTalk Linx Gateways are accessed by a single TopView installation:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway)
e aseparate TopView Engine should run for each gateway/application
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Rockwell RSLinx Pro w/ Logix PLC

A license for the RSLinx Professional version or higher is required to use OPC as the gateway for data in
the PLC.

e o[ e

Note: RSLinx should not be used for OPC communications to FactoryTalk View SE and should only be
used for direct connections to a PLC. Use FactoryTalk Gateway for connections to View SE.

Monitoring of alarms in the PLC through RSLinx Pro:

o Supported PLCs:
o SLC/Micrologix (older)
o CompactLogix and ControlLogix (newer)
o OPC Server must be configured with a “Topic” for each PLC to be monitored through the OPC
Server

Licensing
A TopView license with SCADA Connect can connect to and monitor the alarms in a RSLinx Pro OPC
Server and the one or more PLCs configured as Topics.

A single TopView installation may be able to monitor alarms in multiple RSLinx OPC Servers. If this
configuration is desired:

e additional “data servers” must be purchased for the TopView license
e aseparate TopView Engine should run for each gateway/project

Rockwell RSView32
RSView32 has an integrated OPC Server that can be used as the Gateway.
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GE iFIX

iFIX has an integrated OPC Server that should already be running once iFIX is installed.

SCADA System Data = iFIX Project

The gateway provides access to both alarm and analog tag data. No additional gateway configuration
work should be required.

iFIX provides multiple OPC-DA Servers. Only one of these is used by TopView/SCADA Connect as the
gateway OPC Server

e Intellution.OPCiFIX.1 used by SCADA Connect, browsable

e Intellution.OPCEDA.3 not used by SCADA Connect, browsable

e Intellution.iFixOPCClient not used by SCADA Connect, not browsable
Licensing

A TopView license with SCADA Connect can connect to and monitor the alarms in a single iFIX project.

A single TopView installation may be able to monitor alarms in multiple iFIX projects. If this
configuration is desired:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway /project)
e aseparate TopView Engine should run for each gateway/project
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Schneider Citect

The Citect OPC-DA Server can expose both analog tags and alarm tags.

[ SCADA System Data J = [ Citect Project J

The OPC Server name is SchneiderElectric.SCADA.OpcDaServer.1 (default name in TopView)
Licensing
A TopView license with SCADA Connect can connect to and monitor the alarms in a single Citect project.

A single TopView installation may be able to monitor alarms in multiple Citect projects. If this
configuration is desired:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway/project)
e aseparate TopView Engine should run for each gateway/project

Schneider ClearSCADA/Geo SCADA Expert
The ClearSCADA/Geo SCADA OPC-DA Server can expose both analog tags and alarm tags.

[ SCADA System Data J:[ ClearSCADA Project J

The Gateway for ClearSCADA/GeoSCADA is the ClearSCADA/Geo SCADA OPC-DA Server. The gateway
provides access to alarm and analog tag data. The OPC Server name is
Serck.ScxV60OPCDA.Local.localhost (default name in TopView)

For OPC Connection information for ClearSCADA/GeoSCADA, see “ClearSCADA/GEO SCADA” under
“Gateway Connection Issues”

Licensing
A TopView license with SCADA Connect can connect to and monitor the alarms in a single
ClearSCADA/Geo SCADA project.

A single TopView installation may be able to monitor alarms in multiple projects. If this configuration is
desired:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway/project)
e aseparate TopView Engine should run for each gateway/project
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Siemens SIMATIC WinCC v/
The WinCC OPC-DA Server exposes the alarm tags.

[ SCADA System Data J = [ WinCC Project J

Licensing
A TopView license with SCADA Connect can connect to and monitor the alarms in a single WinCC
project.

A single TopView installation may be able to monitor alarms in multiple WinCC projects. If this
configuration is desired:

e additional “data servers” must be purchased for the TopView license (one for each additional
gateway/project)
e aseparate TopView Engine should run for each gateway/project

Other SCADA/HMI

Use an OPC Server (from the vendor or 3™ party) as the gateway. The OPC Server should support OPC-

DA 2.0 or later.
[ OPCtags J

]
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Prerequisites

Operating System
TopView (with SCADA Connect) and your gateway should be installed on the same machine. The
TopView download page contains information on the required Windows versions.

.Net Framework
The TopView download page contains information on the required .Net Framework. See the TopView
download page for more information.

TopView and SCADA Connect versions

For TopView 6.34 and earlier (separate TopView and SCADA Connect installations), the versions of
TopView and SCADA Connect should match at the major and minor level. For example, SCADA Connect
6.33.x should be installed with TopView 6.33.x. TopView 6.35 and later installs SCADA Connect with
TopView (single installation).
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Gateways
Wonderware/AVEVA InTouch and System Platform

TopView communication occurs through FSGateway or OlGateway. This gateway should be installed on
the same machine as TopView and SCADA Connect.

InTouch — Restart the gateway after project changes
We recommend restarting the gateway after InTouch project changes. Otherwise, you may see bad
status for some of the alarm tags. See “Bad Status Tags”.

Ol Gateway notes
e OlGateway requires Olcore to be installed first
e  Writing acknowledge from TopView:
In order to support writing or alarm acknowledge from TopView, OlGateway G-2.2 (v5.2) or later
is required. Note: as of August 2018, Ol-Gateway is mislabeled on the Wonderware support
website downloads as G-2.1 v5.2, but it installs as G-2.2

Wonderware/AVEVA InTouch Edge

The included gateway provides access to both alarm and analog tag data. No additional gateway
configuration work is required.

InTouch Edge OPC-DA Server:

e Studio.Scada.OPC.4 used by SCADA Connect, browsable

Rockwell FactoryTalk View SE

For FactoryTalk View SE (A&E tag based, HMI Alarms Tag, A&E Controller-based), TopView
communication occurs through FactoryTalk (FT) Gateway, previously called RSLinx OPC Gateway, now
also called FactoryTalk Linx Gateway. This gateway should be installed on the same machine as TopView
and SCADA Connect.

Rockwell RSLinx Pro
The included OPC Server can provide access to data in one or more PLCs.

Rockwell RSView

The included OPC Server can provide access to data in one or more PLCs.

GE iFIX

iFIX provides multiple OPC-DA Servers. Only one of these is used by SCADA Connect as the gateway OPC
Server

e Intellution.OPCiFIX.1 used by SCADA Connect, browsable
e |ntellution.OPCEDA.3 not used by SCADA Connect, browsable
e Intellution.iFixOPCClient not used by SCADA Connect, not browsable
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Schneider Citect
The included OPC Server gateway provides access to alarms and analog tag data.

Citect OPC Server: SchneiderElectric.SCADA.OpcDaServer.1

Schneider ClearSCADA/GEO SCADA

The included OPC Server gateway provides access to alarms and analog tag data.
ClearSCADA OPC Server: Serck.ScxV60PCDA.Local.localhost

For OPC Connection information for ClearSCADA, see “ClearSCADA/GEO SCADA” under “Gateway
Connection Issues”

Siemens SIMATIC WinCC v7

The included OPC Server gateway provides access to alarms and analog tag data.

Gateway for other SCADA Systems
The OPC Server from the SCADA vendor
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Installation

Overview
The installation of TopView with SCADA Connect should include

e The installation of the gateway for your SCADA System if required
e The installation of TopView and SCADA Connect

These items should be installed on the same machine, referred to as “The TopView machine”. See
“Communication Overview” for more information.

TopView download page
When you purchase or request a demo of TopView and SCADA Connect you will receive a download
email with a license key and a link to the TopView download page.

The TopView download page provides the installation programs for TopView and SCADA Connect.

e InTopView 6.34 and earlier, TopView and SCADA Connect are separate installations so you will
need to download and install each one.

o InTopView 6.35 and later, the TopView installation includes SCADA Connect. No separate
installation is required.

e Patches: please note any patches listed on the download page. These patches are not part of
the installations and should be applied to systems affected by the issue resolved with the patch.
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Gateway installation

If gateway installation is required, this should be performed before TopView and SCADA Connect. If you
have already installed TopView and SCADA Connect, you should install the gateway before starting any
TopView or SCADA Connect configuration.

If the OPC Gateway is not included with your SCADA software you will need to obtain the gateway
installation program from your SCADA vendor.

e Wonderware InTouch and System Platform
o Install FSGateway or OlGateway (recommended)
= QOlGateway: also required OlCore to be installed first

e Rockwell FactoryTalk SE (A&E and HMI Alarm Tags)
o Install FactoryTalk (FT) Gateway, aka FT Linx Gateway

e Other SCADA Systems
o The OPC-DA Server from the vendor should be installed.

Configuration of the gateway for TopView will occur when you run SCADA Connect. See “SCADA
Connect” ... “Install for your HMI” for more information.
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TopView and SCADA Connect Installation

1. SCADA Connect installation (TopView 6.34 and earlier)
Note: Starting with TopView 6.35, SCADA Connect is installed with TopView. If you are using
version 6.35 or later you can skip this step.
Download and run the SCADA Connect installation. If TopView is not yet installed, you should
not run SCADA Connect after the installation is complete.

2. TopView installation
a. The first screen will ask you to select the TopView data source. Select TopView OPC-
SCADA

Flease select the versions of TopView that you would like to install,
You will need a valid license file for each selected wversion,

TopView OPC-SCADA (OPC Classic DAHDA, OPCUA, SCADA Connect)

b. Folder locations: the installation will ask for the folder locations for the application files
(Program Path) and writable data files (Data Path). Most users should accept the default
location.

i. Program Path:
1. C:\ProgramFiles\Exele\TopView\ (v6.38 and later)
2. C:\ProgramFiles (x86)\Exele\TopView\ (v6.37 and earlier)
ii. Data Path: C:\ProgramData\Exele\TopView
Note: the default location for the DataPath may require elevated user
permission for writing data which is acceptable for most users since the
TopView Configurator can run elevated.

c. Onthe last screen of the installation, choose “Run TopView Configurator”

[ 5how readme file

Run TopView Configurator
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3. TopView Configurator
a. License file: upon first launch of the Configurator it will ask for the location of your
TopView license file.

Copy your TopView license file to this machine (suggested location is the
TopView Data Path, C:\ProgramData\Exele\TopView\)

Choose the license file for the OPC/SCADA license file field:

OPC/SCADA : license file for TopView OPC/SCADA

| Ch\ProgramDatat\Exele’\ TopView \TV_OPC_YourCompany,

OPC (Classic OPC DA/HDA) ] OPC UA (Unified Architecture)

TopView currently Classic OPC for the systems supported by SCADA Connect.
If you see OPC and OPCUA checkboxes under the license file, check OPC Classic.
See “OPC Classic or OPC-UA?” for more information.

b. OPC Server Alias: if the Configurator asks you to create an OPC Server Alias, you can
choose “No” because this will be configured by SCADA Connect.

c. Close the Configurator and run SCADA Connect (next section)
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SCADA Connect

Users should run SCADA Connect before starting any configuration work in TopView.

Starting SCADA Connect

In TopView 6.35 and earlier, SCADA Connect runs as a separate application. In TopView 6.36 and later,
SCADA Connect can run from within the Configurator using the SCADA Connect Tag Importer.

TopView 6.34 and earlier
A SCADA Connect shortcut should exist on your desktop. Right-click the desktop shortcut and choose
“run as Administrator”. We recommend closing the Configurator while running SCADA Connect.

You can configure the shortcut to run with elevated permissions:
e Elevate each time: right-click the shortcut and choose “Run as Administrator”
e Configure the shortcut to run elevated:
o Right-click the shortcut and choose Properties

o On the Compatibility tab, check “Run this program as an administrator”

TopView 6.35

You can launch SCADA Connect from the Configurator. The Configurator should be running with
elevated permissions (“as Administrator). We recommend closing the Configurator after launching
SCADA Connect.

From the TopView Configurator:

e Click “Run SCADA Connect” in the lower left corner
Web Configurator...
%) Run TopView Admin Tools...
(2 Run Remote Viewer...
I_E Eun SCADA Connect...

e Click SCADA Connect “Status” link on the bottom bar
(Z) SCADA Connect Status

then “Launch SCADA Connect”
e Tools > SCADA Connect from the top menu

e  Or Start > All Programs > Exele TopView > TopView SCADA Connect
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TopView 6.36 and later

From the Configurator > Tags and Limits screen click the [SCADA Connect tag importer...] button

) SCADA Connect tag importer...

See “SCADA Connect tag importer” for more information.
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SCADA Connect tag importer

In TopView 6.36 and later the SCADA Connect tag importer is the interface between the TopView
Configurator and SCADA Connect.

From the Configurator > Tags and Limits screen

In TopView 6.36 and later, run the SCADA Connect tag importer from the Configurator

6.36 -7.1:

) SCADA Connect tag importer...

7.2 and later:
|E SCADA alarm tag import... I

Configuration import options

SCADA Connect will import your SCADA alarm tags into a TopView configuration. You can choose to
import the tags into the current configuration or a new configuration.

SCADA Connect Tag Import Opticns

SCADA Connect tag import options g SCADA Connect Users Guide (PDF)...
b SCADA Connect videos...

You can impoert tags into the current TopView configuration or you can create a new configuration for the
import,

When creating a new configuration, we'll start with a base configuration for your SCADA that contains
recommended settings for your SCADA,

If your current configuration was not created from a base configuration for your SCADA, we recommend
starting with a new configuraticn.

If your current configuration was created for a different SCADA, we recommend starting with a new
caonfiguraticn,

We recommend that you start with a new configuration because you are missing settings that are part of
the base SCADA configuration

Import SCADA tags into

() The current configuraticn ()
SCADA/HMI: | Mot Defined

® Anew cenfiguration for | Aveva/Wonderware System Platform w

Configuration name: |S}r5teml:'latfu:urm.cfg

[ Include example SCADA tags

[ Include example Output Points (health monitoring)

0K Cancel
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If this is your first import of SCADA alarm tags you should create a new configuration.

e Select your SCADA from the dropdown and confirm or change the name of the TopView
configuration that will be created.

(® A new configuration for | Aveva/Wonderware System Platform V

Configuration name: | SystemPlatform.cfg

e |nTopView 6.37 and later, you will have the following addition options

o Include example SCADA tags: if selected, the TopView configuration will contain your
imported alarm tags plus some examples and system tags. The example SCADA tags will
show examples of how your SCADA’s alarm tags may be configured. But these tags will
not usually exist in your SCADA and must be removed before running the TopView
Engine.

o Include Example Output Points: if selected, the TopView configuration will contain
example TopView Output Points for health monitoring of TopView in the SCADA. These
Output Points will be disabled but can be enabled once you have created the output
tags in your SCADA.

e Click [OK]
e The configuration file will be created and opened in the Configurator and the SCADA Connect
Tag Importer will continue

If you would like to add tags to an existing configuration, confirm that the correct SCADA is selected and
click [OK]

{® The current configuration (SystemPlatform.cfg)
SCADA/HMLE | Aveva/Wonderware System Platform ~
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Tag import

The tag import screen allows the user to

e Install SCADA Connect for your SCADA/HMI

e Retrieve SCADA Alarm tags into the return tag list

e Make optional changes to the tags in the tag list

e Choose which alarm tags to import to TopView

e Perform the import into the TopView Configurator tag list

@ SCADA Connect Tag Import O Pad
SCADA Connect Tag Import for Aveva/Wonderware InTouch Q SCADA Connect Users Guide (PDF)... } SCADA Connect videos...
Mew 'Retrieve HMI/SCADA alarm tags Already installed HMI/SCADA for tag import Mew 'Install for your HMI/SCADA
Q Retrieve HMI/SCADA alarm tags... [+ ] Aveva/Wonderware InTouch R 3 Install for another HMI/SCADA
HMI/SCADA tags (retrieved at 12/4/2023 %:14:36 AM) | Tags forimport | | 7 Tag list filter | | Modify tags |
Alarm tag name Server Description Exists Pnurlty Disabled Tag Gruup (primary) Tag Group (secondary) Ackno <<Import options
InTouchQPC . Reactlevel Gateway Reactor level False Notlf_\,rGroup Reactor InTouc Import tags (3)
InTouchQPC ReactTemp | Gateway | Reactortemp 1 False MNetifyGroup Reactor InTouch @) Add
O Update
(O Update and add
() Replaceall
X Clear all tags
£ >
Displayed: (3/3) Exists in current configuration: (0/3) Total checked for import:  (3/3)
Status Today's log Show log EE| =]
[> Info: CSV file read successfully ~
[= BYPASSED: Line 10 (Mixer) has no defined alarm state. Alarm
state=Mone, tag will not be returned i

Install for another HMI/SCADA
Click [Install for another HMI/SCADA] to install SCADA Connect for your HMI/SCADA. See “Install for

your HMI” for more information.

Retrieve HMI/SCADA alarm tags
Click [Retrieve HMI/SCADA alarm tags...] to retrieve your alarm tags into the tag list. See “HMI Sync” for

more information.
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Import returned alarm tags
Once you have retrieved SCADA alarm tags using HMI Sync you can make modifications to the tags and
decide which tags to import to your configuration.

See “Import Alarms to TopView (6.36 and later)”
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Using the SCADA Connect application

The SCADA Connect application allows the user to perform two primary tasks:

e Install for your HMI : configure the gateway. This involves the configuration of the gateway
server in TopView, and may, depending on the SCADA, involve configuration steps of the
gateway itself. Users will only perform this step once per SCADA.

e HMI Sync: import alarms from the SCADA to a TopView configuration.

In TopView 6.35 and earlier (SCADA Connect runs as separate process), SCADA Connect has two tabs
that allow the user to perform these two tasks

Install for HMI HMI Sync

In TopView 6.36 and later, the SCADA Connect Tag Importer has a button for each task

E‘, Install for your HMI/SCADA E,, Install for another HMI/SCADA
or

Q) Retrieve HMI/SCADA alarm tags...

Hover for help

As you are using a screen in SCADA Connect, most screen items (buttons, fields, ....) will display
instructions and additional information as you hover over the item. This information is displayed at the
right side of the application.

Success/Error status and log

When you perform tasks in SCADA Connect, a log containing details of the tasks success or failure are
displayed at the bottom of the application. Be sure to read through the details to determine the status
of a task.

Copy the log contents
If you right-click on the log contents, you can copy the log information to the clipboard

Access the log files

The success/error information displayed in SCADA Connect is also written to log files in the TopView
DataPath\Log\SCADAConnect folder.

Default location: C:\ProgramData\Exele\TopView\Log\ScadaConnect

Backup of any overwritten settings

Execution of tasks in SCADA Connect may overwrite existing TopView settings. TopView and SCADA
Connect maintain a backup of modified configuration settings in the TopView DataPath\Audit folder
(default C:\ProgramData\Exele\TopView\Audit).
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Install for your HMI

The installation of SCADA Connect for your HMI includes items that are performed automatically by
SCADA Connect as well as some manual steps that you may need to perform depending on your SCADA.

“Install for your HMI” should be performed by all SCADA Connect users.

Running “Install for your HMI”

In TopView 6.35 and earlier (SCADA Connect runs as separate process), launch SCADA Connect and
select the “Install for HMI” tab

Install for HMI HMI Sync

In TopView 6.36 and later, run the SCADA Connect tag importer from the Configurator

6.36 -7.1:

@) SCADA Connect tag importer...

7.2 and later:
|E SCADA alarm tag import... I

And click [Install for your HMI/SCADA]

E‘, Install for your HMI/SCADA

“Install for your HMI” User Interface (Ul)
The user interface for “Install for your HMI” has been updated in TopView v7.2.
The older Ul can be accessed by unchecking this option:

[@ New install for HiMI']
E Install for ancther HMI/SCADA

This document includes pictures of the newer Ul which is similar to the older UL.
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SCADA Connect steps
This step of SCADA Connect will configure your gateway for use by TopView.

Select your HMI
Click the button for your HMI to proceed to the options screen

Install SCADA Connect for an HMI/SCADA

Click an HMI to install for SCADA Connect
A¥4

Aveva Wonderware System Platform

Aveva Wonderware InTouch

% InTauch Edge HMI Aveva Wonderware InTouch Edge
FactoryTalk View Rockwell FactoryTalk View SE
RSView'32 Rockwell RSView32
Rockwell Logix PLC w/ RSLinx Pro
@ i GE iFIX
A pansca Aveva Citect/Plant SCADA
Schneider Schneider ClearSCADA/Geo SCADA

WIFEC Siemens SIMATIC WinCC
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Options
Example options for Aveva InTouch:

Aveva/Wonderware InTouch

Choose options, then click Install

Create TopView Alias  Yes -
Update existing gateway config  OlGateway "7
INSTALL
Cancel

Create TopView Alias
Most users should select “Yes”

The TopView Server Alias defines the OPC Server name for your gateway. Select “Yes” unless you have
already configured an alias. Note that SCADA Connect assumes a specific name for your alias so if you
have already configured an alias you may need to rename the alias to match the expected name.

SCADA-specific Options
Aveva/Wonderware InTouch and System Platform
Update existing gateway config

You should have OlGateway (recommended) or FSGateway already installed on the TopView machine. If
you have a new gateway installation, select your gateway from the dropdown to allow SCADA Connect
to configure the gateway, otherwise select “No”. If you select “No” you will need to manually configure
these settings in OI/FS gateway. See “Manual Step: Verify/Configure your gateway” for more
information.

Newer SCADA Connect versions will modify the existing gateway configuration and will not overwrite it —
the item is labeled “Update existing gateway config”.
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You can make a backup of your current gateway configuration:

o The default location for OlGateway’s configuration file is

C:\ProgramData\Wonderware\OI-Server\SOperations Integration Supervisory

ServersS\Ol.GATEWAY\OI.GATEWAY\GATEWAY.AAcfg

e You can also make a backup of your current gateway configuration from SMC.
Right click on Configuration under the gateway > Archive Configuration Set

Example for OlGateway:

(8] Galaxy Database Manager

v T Default Group
v B Local

,g Confic
[Z] Diagn
@ Wonderware
@ AppServerReactorDemo
Log Viewer
Platform Manager

§& Archestri System Management Console (VM-INTOUCH-5F)
~ [®] Operations Integration Server Manager
v [P Operations Integration Supervisory Servers

w i Wonderware - Gateway
w a OLGATEWAY.2

Mods
Global Paran|
Dew
] Sl
Add REDUNDANT_DEVICE Connection
Add SuiteLink Connection
Add DDE Cennection
Add OPC Connection
Add InTouch Connection
Add OPCUA Connection
Add MOTT_BROKER Connecticn
Expand All
Archive Configuration Set I
View ¥

Older options

These options no longer appear in the latest version of SCADA Connect.

Redundant HMI Servers (obsolete)

Note: this option has been removed in TopView v7.2 and later.
For earlier versions we recommend selecting “No”

Overwrite TopView Alias

Similar to “Create TopView Alias” above. Most users will select “Yes”

Overwrite global config files
Most users will select “Yes”

This option will install a default set of global settings that are correct for most users. All settings can be
modified later within the TopView Configurator. If select “Yes” any existing global settings will be backed

up.
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Notification examples to enable
The default TopView configurations created by SCADA Connect can include example notifications.

Select the types of example notifications that you would like to include in the default TopView
configurations.

Install

None: all Notification types will be disabled in the default TopView configurations

Local Speaker only: 'Audible Alarms' will be enabled in the default TopView configurations. All
other Notification types will be disabled.

Email/SMS only: 'Email-SMS' will be enabled in the default TopView configurations with
incoming email acknowledgements and email Snapshot Report requests ENABLED. All other
Notification types will be disabled.

Email/SMS only (no incoming Ack): 'Email-SMS' will be enabled in the default TopView
configurations with incoming email acknowledgements and email Snapshot Report requests
DISABLED. All other Notification types will be disabled.

Voice only: 'Voice' (phone callout) will be enabled in the default TopView configurations. All
other Notification types will be disabled.

Email/SMS & Voice = 'Email-SMS and Voice' will be enabled in the default TopView
configurations with incoming email acknowledgements and email Snapshot Report requests
ENABLED. All other Notification types will be disabled.

Local, Email/SMS, & Voice = All Notification types will be enabled in the default TopView
configurations except for Modem (Pagers).

Note: Modem Notification (Pager) notifications are not supported by Scada Connect and must
be manually configured.

Click the button [INSTALL] button to install SCADA Connect for your HMI

Installation logs: The bottom half of the window will display details of the installation steps along with
success or failure information. Please read through this information to ensure that the installation

process was successful.

Restart your gateway
This step may have made changes to your gateway. You should restart your gateway to ensure that
these changes are applied.

43



Manual Step: Verify/Configure your gateway
You only need to perform these steps for the listed SCADA systems.

Aveva/Wonderware InTouch and System Platform
FSGateway and OlGateway

If your gateway is local and the HMI Install step above was successful and updated your gateway
configuration, you should only need to

1.
2.
3.

4.

Verify gateway settings

Configure the gateway as an automatic Service

Start/restart the gateway Service (all users should perform this step to ensure that latest
settings are applied)

Configure the username/password within the gateway (System Platform users)

If the gateway is not local or was not configured as part of “Install for HMI” then you will need to
manually configure the gateway.

All users should perform the following steps to verify gateway configuration:

Run SMC (System Management Console). If it is already running, restart it.

Browse to your gateway
o FSGateway: DAServer Manager>Default Group>Local>ArchestraA.FSGateway.3
(you may need to substitute another group for “Default Group”)

#¥ SMC - [Archestra System Manageme:

File Action Yiew Help
= BE B 23

ﬂ Archesktrd Syskem Managemenkt Console [

E Galaxy Dakabase Manager

= E D&aServer Manager
[=] % Defaulk Grop

=5 Local
B ArchestrA DASABTCP.2
ERIES A\ chestrd FSGatewa
@4 Archestr DASABCIP.4
[+ Archestra DASMBTCP.2
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Ol Gateway: Operations Integration Server Manager>Default Group>Local> Operations

Integration Supervisory Servers>Wonderware-Gateway>0l.Gateway.x

v [®] Operations Integration Server Manager
~ T Default Group
v @ Local
w [P Operations Integration Supervisory Servers
w i Wonderware - Gateway
v [ OLGATEWAY.2
W /g Configuration

A orc
A oPCUA
& IntouchOPC
,g ArchestraOPC
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Under “Configuration” you should see an object named “InTouchOPC” and “ArchestraOPC”

w ,g Configuration

A opc
QOPCUA
InTouchQPC

,g ArchestraOPC

InTouchOPC  for Intouch users (without System Platform)
ArchestraOPC for System Platform users

If you do not see InTouchOPC and ArchestraOPC, SCADA Connect was not able to configure your
gateway and you must manually add it:
o Right-click “Configuration” and choose:
=  “Add InTouch Connection” for InTouch
OR
=  “Add Archestra Connection” for System Platform

o Change the name of the new object (case sensitive) to:
®* InTouchOPC for InTouch
OR
=  ArchestraOPC for System Platform
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Enter additional settings for remote acknowledgement, reconnection, and remote machine

access (InTouchOPC or ArchestraOPC):
o InTouch (InTouchOPC):

= Change the InTouch Runtime Node to the name or IP address of the machine
with the primary Intouch Runtime application (if on a remote machine).

[~ Read Only

InT ouch Runtime Mode:

localbiost

N

= Verify that the Reconnect Attempts and Reconnect Period are both set to
30000. The default reconnect attempts value of 3 or 5 will result in the gateway
permanently failing to connect to the runtime after a few minutes of a lost

connection.

Reconnect Attempts:

R econnect Period:

20000
30000 s

Connection Protocol

" DDE {* SuiteLink

Tang Browser
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o System Platform (ArchestraOPC):

Verify that the Reconnect Attempts and Reconnect Period are both set to

30000. The default reconnect attempts value of 3 or 5 will result in the gateway

permanently failing to connect to the runtime after a few minutes of a lost

connection.

Enter a username and password for an ArchestrA user that has permission to
view alarms inside the Write Credentials area. If TopView is to acknowledge
alarms, this ArchestrA user must have permission to acknowledge alarms

ArchestraOPC Parameters IDEViCE Items ]

Device Group Mame:

Reconnect Attemnpts:

Reconnect Period:

|p‘-‘-.rchestrﬁ‘-.

20000

30000

MSec

Wiite Credentials
[ FeadOnly

Damair: |

I zer Mame: |

Pagzzword: |

Show Pagsword
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Configure the gateway to run as an automatic Service:
o Right-click the name of the gateway (ArchestraA.FSGateway.3 or Ol.Gateway.x)
o Select Configure as Service>Auto Service
o OlGateway: Deactivate, then Activate (Auto start after reboot)

] o ey rmme e
f aﬂgﬁrﬁ:iijaﬂteway || FFlpruainope
- /g Ce Activate (Auto start after reboot)
/g Activate until reboot (Manual start after reboot)
/ﬁ Desktop mode (Must start from command ling)
/g Deactivate (Must be activated to run again)

A

o FSGateway

4 IE ArchestrA FSGateway.3 I

+ % Configuration Activate Server
b 4 InTouchOPC Configure As Service » | ¥ Auto Service
3 b /g ArchestraOPC ; Manual Service
i <5) TopViewSystemPlatformDerr View . :
. Not a Service
[ Log Viewer Export List [

Platform Manager

Help

Activate/start the gateway
o If you did not just restart the Gateway, start/restart it now
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Rockwell FactoryTalk Gateway / Linx Gateway

Required for FactoryTalk View SE users (A&E tag-based, HMI Alarm Tags, A&E Controller-based).
Note: FactoryTalk Linx Gateway was previously known as OPC Gateway.

FactoryTalk View SE A&E tag-based alarms
Expose A&E Alarms as tags

FactoryTalk A&E alarms are not, by default, exposed as tags in FT Gateway and available to TopView. To
expose A&E alarms as tags, see “Exposing FactoryTalk A&E Alarms as Tags in FT Gateway”

FactoryTalk View SE A&E tag-based alarms, HMI Alarm tags
Scope for FT Gateway / Linx Gateway

If scope is selected as an application (recommended) anything inside any area within the application can

be discovered by FT Gateway and therefore seen by TopView.
FactoryTalk Application and hierarchy:

e FactoryTalk Application

o Area
o Area
=  HMI Server

=  A&E Server
= Data Server

Example application = FTView Demo:

o< FactoryTalk Gateway Scope Selection EI@

Select the application, area, or sub-area that you want Factory Talk
Gateway to access. The root location s not a valid selection.

-

E..
[+ FTViewDemo

Linx Gateway
Run FactoryTalk Linx Gateway Configuration

Select “Server Configuration” and set the scope to the application

Server Configuration

FactoryTalk Directory Scope

§Global/Demo

Click OK to apply changes and restart the gateway.

| Salect |
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FactoryTalk Gateway
Select your application for FT Gateway (setting the scope of FTGateway to “application”)

e Open FactoryTalk Gateway Configuration.
o] FactoryTalk Gateway Configuration @@@

Activation m ] LI

Service Status:  [Running
Selected Scope: [ll [l

Help

I Stop service

e Pressthe “Stop service” button
Note: If the Service automatically restarts:
o Open the Windows Services app from Control Panel
o Disable the Service
o Stop the Service

o Click the Configure button and select your HMI application.

e Start the Service again (you will need to re-enable it if you had to disable it).

Rockwell RSView32
RSView32 has an integrated OPC Server.

Check the box for “OPC/DDE Server” in Startup for your project. Add lines to the startup macro in your
project for RTDataServerOn and RTDataWriteEnable.

Rockwell RSLinx Pro
A license for the Professional version or higher is required to use OPC.

Go to DDE/OPC>Topic Configuration to add an OPC connection to your PLC.
Note: this Topic name must be entered in the HMI sync options when importing the PLC tags to TopView

Note: RSLinx should not be used for OPC communications to FactoryTalk View SE and should only be
used for direct connections to a PLC. Use FactoryTalk Gateway for connections to View SE.

Schneider ClearSCADA/GEO SCADA
ClearSCADA has an OPC Server that can run local or remote to the ClearSCADA database.

For OPC Connection information for ClearSCADA, see “ClearSCADA/GEO SCADA” under “Gateway
Connection Issues”
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Additional Vendor-specific steps

Some SCADA Systems and gateways have additional steps that you must perform to expose features or
allow certain behaviors.

Please review the follow items for your SCADA/HMI or gateway:

FactoryTalk View A&E tag-based:
e See “Exposing FactoryTalk A&E Alarms as Tags in FT Gateway”

FactoryTalk View HMI Tag Alarms / RSView32:
e “Acknowledge Tags (Rockwell FT View SE HMI Tag Alarms and RSView32)”
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HMI Sync
HMI Sync is used to import your SCADA/HMI Alarms to TopView.

Running “HMI Sync”

In TopView 6.35 and earlier (SCADA Connect runs as separate process), launch SCADA Connect and
select the “HMI Sync” tab

Install for HMI HMI Sync

In TopView 6.36 and later, run the SCADA Connect tag importer from the Configurator

6.36-7.1:
&) SCADA Connect tag importer...

7.2 and later:
|E SCADA alarm tag import...

and click

7.2 and later
Q) Retrieve HMI/SCADA alarm tags...
6.36-7.1

2 Retrieve HMI/SCADA tags...

HMI Sync User Interface (Ul)
The user interface for “HMI Sync” has been updated in TopView v7.2 for the following HMIs:

e AVEVA InTouch, Edge, and System Platform

e GEIFIX
e Rockwell FactoryTalk View SE A&E (alarm tags)

The older Ul can be accessed by unchecking this option:

New ‘Retrieve HMI/SCADA alarm tags” |

Q Retrieve HMI/SCADA alarm tags....

This document includes pictures of the older Ul which is similar to the newer Ul.
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SCADA Connect steps

For supported SCADA Systems/HMIs, HMI Sync can import your alarm tags into TopView. After TopView
is configured and running, HMI sync can also be used to discover new alarm tags and to import them
into existing TopView configurations. Users can also make post-sync edits in the TopView Configurator.

HMI Sync — Vendor Specific notes

Wonderware System Platform

Deployed objects
TopView can only see alarms for deployed objects. Please verify that you have deployed before
executing HMI Sync.

Alarm tag descriptions and priorities

In order for the descriptions and priorities to be retrieved, you must have a Development License and
the Archestra IDE on the machine running TopView and SCADA Connect. This is a requirement of
GRAccess which is being used to retrieve this information.

After the alarms are imported from the Galaxy, you will be prompted “Do you want to retrieve attribute
descriptions, alarm messages, and alarm priorities from the Galaxy”.

If you have a Development License and the Archestra IDE on the machine running TopView this step
should work. If you receive an error “System.NullReferenceException” please verify that Archestra
Security Login information is correct.

Archestra Security Login

Username

Password |

In some cases it may be possible to export your Galaxy and have the HMI Sync process executed for you.
Please contact Exele support if this is of interest.

FactoryTalk View A&E tag-based
HMI Sync will be able to see your alarms but the alarms are not visible to FT/Linx gateway (and
therefore TopView) unless you expose them as tags.

e See “Exposing FactoryTalk A&E Alarms as Tags in FT Gateway”
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ClearSCADA/GEO SCADA: HMI Sync Remote connection
When using HMI Sync in SCADA Connect the user must enter the following information:

e Host computer: The ClearSCADA/GEO Scada machine
e Username: ClearSCADA/GEO Scada user
e Password: ClearSCADA/GEO Scada user password

Warning: If the host computer is not the TopView/SCADA Connect computer, you may not be able to
use the super user account for this connection. Please try another user.

From Using Bulk Edit tool in ClearSCADA | Schneider Electric USA (se.com):

“Note: With recent versions of ClearSCADA it is not possible to use the super user account to
login from Bulk Edit tool (or any other remote client for that matter). It is recommended not to
use the superuser credentials to login”
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HMI Sync Steps
From the HMI Sync tab, select your SCADA System/HMI from the dropdown if the correct SCADA is not
already selected.

Set Import/Sync Options
The available options will change based on the selected HMI.
Be sure to configure each option before you start the HMI Sync process.

Depending on your SCADA System/HMI, the available options may include:

TopView Configuration name

In TopView 6.36 and later: the current configuration file name from the Configurator is displayed and
cannot be edited. The SCADA alarm tags will be returned to the SCADA Connect Tag Importer where you
will have the option to import some/all of the alarm tags into the TopView configuration.

In TopView 6.35 and earlier: the TopView configuration file that will be modified to include the alarms
from your HMI. This will also be the configuration that you use in the TopView Configurator and run the
TopView Engine. The default name is the base configuration file that was installed for your HMI during
the “Install for your HMI” step. Most users can leave this field as the default value.

Ack on Return (obsolete)
This options no longer exists in v7.2 and later

Do you want to automatically acknowledge the alarm in TopView when the alarm returns to normal
(transitions from active alarm to inactive alarm)? Many customers will stop sending notifications for an
alarm once it is acknowledged, so acknowledging the alarm on return-to-normal can stop notifications
when the alarm ends.

The selected setting will be the default setting for each imported alarm and can be changed within the
TopView Configurator.

e Yes: acknowledge alarm if the condition returns to normal
e No: do not acknowledge the alarm if the condition returns to normal
e Ignore: use the default setting in TopView for new tags

Acknowledge tag
Applies to RSView and Rockwell FT HMI Tag Alarms

HMI Tag Alarms require an additional tag to be created for acknowledgement. This can be one generic
tag for Ack All, or one ack tag for each alarm tag.

e Individual Ack Tags: The user must create individual ack tags.
e One Common Ack Tag: Use the HMI tag named AckAll to acknowledge all alarms inside TopView.

Note: Conversion to FactoryTalk A&E is highly recommended
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Alarm color
The default alarm color for imported tags. The alarm color is used in the TopView Remote Viewer, the

TopView Mobile Web App, and TopView Snapshot Reports.

Alarm Message (Citect)
Citect alarms have two fields that may contain a description of the alarm that can be used for the
TopView alarm message:

e Alarm description
e Comment

’ Digital Alarms [ Example | E‘E@ ]

Equipment - 5
Item MName Cluster Name -
Comment I Motor Number 1 has overheated I

Alarm Tag ALARM _1 Category 1

Alarm Name @{Motor 1 Overheated)

Alarm Desc | |

Warzskhla Tan & BT 1 _

The options for importing the alarm message are either of these two fields, or a combination of both
fields:

e Alarm desc: use the alarm description

e Comment: use the alarm comment

e Alarm Desc + Comment: concatenate the alarm description and comment
e Comment + Alarm Desc: concatenate the comment and alarm description
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Analog Alarming Model (iFIX)
Valid for GE iFIX

HMI Sync gives two options for the configuration of analog alarms in TopView

e Monitor .A_CUALM: (recommended) monitor the .A_CUALM property and alarm when the
value is LO, LOLO, HIHI, HI.
Note: RATE, DEV, COMM are not sync’d but can be added by duplicating the tag in TopView and
adding the new alarm limits.

e Monitor .F_CV: monitor the F_CV property and alarm when the value is above or below the
setpoint in iFIX.
Warning: if the limits are changed in iFIX you will need to modify the limits in TopView

Note: Digital alarms will monitor the .A_CUALM value and alarm when the current value is CFN (change
from normal) or COS (change of state)

Convert msg to proper case
May also be named “Convert Caps to Proper)

Convert the imported description/alarm message to proper case.
Example: "TANK LEVEL HIGH" will be converted to proper case “Tank Level High”

Delay to Notify (seconds)
Configures the default delay before an alarm will be recognized in TopView and start to notify. Most
users will choose 0 and only set delays for specific alarms after the import.

Deployed Objects Only
Valid for Wonderware System Platform

e Yes: only import alarms for deployed objects and ignore any undeployed objects
e No: import alarms for deployed and undeployed objects

Warning: Alarms from undeployed objects will not be visible to TopView and may cause slower
communication if any exist in the TopView configuration. You should only choose this option for testing
HMI Sync or if you plan to deploy the objects soon afterward.
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Import Alarm Groups/Area as Group
Valid for Wonderware InTouch, InTouch Edge, iFIX, System Platform

See the HMI Sync option ““Primary Tag Group” for a description of TopView’s Tag Groups and how they
are populated during an HMI Sync.

The HMI alarm group or area can be imported as the Secondary Tag Group for the alarm in TopView.
The Primary Tag Group will define notifications.

e Yes:import each tag's HMI alarm group/area as the Secondary Tag Group in TopView
e No: do not use the Secondary Tag Group in TopView

Import Analog Values
Valid for Wonderware InTouch, note below for System Platform

You can sync and import analog values (not alarmed) into TopView for monitoring of current analog
value or later configuration of TopView alarms conditions based on the current analog value. Any alarm
limits (H, HH, L, LL) for the analog tags will be imported into TopView.

e Logged Only: import only analog tags that are flagged for historical logging.
o All Analog: import all analog tags
Warning: “All Analog” will dramatically increase your tag count

Wonderware System Platform note: HMI Sync will pull in the individual analog alarms as separate
discrete tags. So LIT100.Hi.InAlarm and LIT100.Lo.InAlarm would be imported as separate TopView tags
with a value of True if alarm is active.

Import for Group
Valid for FactoryTalk View SE A&E

See the HMI Sync option “Primary Tag Group” for a description of TopView’s Tag Groups and how they
are populated during an HMI Sync.

e C(Class: import the A&E Alarm Class as the Secondary Tag Group for each tag in TopView.
Therefore, the Secondary Tag Group will define the imported alarm class and the Primary Tag
Group will define notifications.

e Group: import the A&E Alarm Group as the Secondary Tag Group for each tag in TopView.
Therefore, the Secondary Tag Group will define the imported alarm group and the primary tag
group will define notifications.

e Not Used: do not use a Secondary Tag Group in TopView.
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Import Priority and Filter
o Import Priority
Allows you to import the HMI alarm property as the TopView alarm priority

o Yes: copy the HMI priority into the TopView priority for each tag

o No: the priority for all TopView alarms will be set to 1.

o Link Dynamic: link the TopView Priority to the priority in the HMI using the HMI tag that
holds the priority value. The TopView Priority will update when the priority is updated
in the HMI.

Note: 'Link Dynamic' may slow down communication performance

o  Priority Filter
If you select “Yes” for Import Priority, you can enter an import filter to only import alarms within
a range of priority.
o Filter: enter a priority number and choose >= or <=
o No filter: select >=0
Enter a number in the box if it is desired to only import alarms that are above a specific
priority. All HMI alarms that have a priority lower than the number entered will be
ignored on the import. (Set to 0 to import all alarms.)

Import Severity as Priority
Applies to RSView, Rockwell FT HMI Tag Alarms, Rockwell FT A&E tag-based

e Yes =Sync the alarm severity to the TopView tag priority
o >=
Enter a priority number to only import alarms that are equal or greater than that
priority. Set to 0 to import all alarms.
o <=
Enter a priority number to only import alarms that are equal or less than that priority.
Set to 999 to import all alarms.
e No = All HMI alarm tags will be imported

Note: FactoryTalk A&E users can dynamically link the alarm severity to TopView’s alarm priority.
See “Severity tag (FactoryTalk A&E tag based)”
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Link Dynamic Message
Valid for Wonderware InTouch, System Platform, iFIX

For each imported alarm, HMI Sync will access the alarm comment/description from the HMI. This
option allows the user to either (1) link to the alarm comment/description (using the HMI tag containing
this property) or to (2) import the text of the alarm comment/description.

e Yes: link the TopView alarm message to the alarm comment/description in the HMI. The
TopView alarm message will update when the alarm comment/description is updated in the
HMI but you will not see the alarm comment text in the TopView Configurator.

e No: copy the HMI alarm comment/description into the TopView custom alarm message. After
the import, the message will need to be changed in the TopView Configurator if the HMI
comment changes.

Note: choosing “No” results in better TopView performance

PLC Type (RSLinx Pro with PLC)
Valid for RSLinx Pro

The import of alarms with HMI Sync requires an export CSV from the PLC. There are two PLC export
formats that are supported by HMI sync:

e SLC /Micrologix (older processors)
e CompactlLogix and ControlLogix (newer)

Select the correct PLC type to match the exported CSV.
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Primary Tag Group
Enter the name of the Primary Tag Group for imported alarms. This Tag Group will be used for
notifications in TopView and will be created with a blank notification if it does not already exist.

About Tag Groups:

e TopView uses Tag Groups for organizing your alarms and to perform notifications.

e Each alarm tag in TopView can belong to multiple Tag Groups — the primary Tag Group and one
or more secondary Tag Groups. If an alarm tag belongs to a Tag Group (primary or secondary)
that performs notification then this alarm tag will execute the notifications configured for that
Tag Group.

e SCADA Connect may be able to configure two Tag Groups for each alarm tag based on this
option, Primary Tag Group, and a later option for creating the Secondary Tag Group from
imported areas or alarm groups:

o Primary Tag Group: used for notification in TopView

Secondary Tag Group: imported from the SCADA/HMI for the alarm tag, usually called “area” or “alarm
group” in the SCADA/HMI.
The secondary Tag Group mays configured using options “Error! Reference source not found.” or “
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o Import Alarm Groups” if supported

Redundant HMI Servers (obsolete)
Users should select “No”.
This option is ignored in TopView v7.2 and later.

Valid for Wonderware System Platform, FactoryTalk View SE A&E

Does this application connect to redundant HMI servers from a single TopView machine? This option will
configure two gateways for TopView and configure the tags to access the primary or failover gateway.

e Yes: configure the TopView alarm tags for redundancy
e No: configure the TopView tags to use only one gateway

Tagname Filter

If available and a tag name filter is entered, only tags matching the filter will be retrieved.

Leave this field blank to retrieve all alarms regardless of tag name. After retrieval of the alarms, the
SCADA Connect tag picker will allow you to apply additional filters.

Topic name
Valid for RSLinx with PLC, FT View SE A&E Contoller-based

When the RSLinx OPC Server is configured, the user enters a Topic for each configured PLC.
Enter the name of the Topic for the PLC whose tags you are importing.

Note: the entered Topic name will be used as the prefix for the tag names in TopView. Failure to enter
the correct Topic name will prevent TopView from finding/monitoring the PLC tags in the RSLinx OPC
Server until the tag names are modified with the correct Topic name.

TopView Ack Message
Valid for Wonderware System Platform

System Platform requires a string comment for all remote acknowledgements. Enter the text that is
desired for each alarm acknowledge from TopView. The default is "Acknowledge from TopView".

Use Alarm Comment
Valid for Wonderware InTouch

TopView can use the InTouch alarm comment (.AlarmComment) or description (.Comment) as the alarm
message.

e Yes: use the Intouch alarm comment (.AlarmComment) for the TopView alarm message
e No: use the Intouch description (.Comment) for the TopView custom alarm message.
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Use for Alarm Message
Valid for FatoryTalk View SE A&E

TopView can use the A&E message or name as the alarm message and TopView tag description.

e Alarm Message: use the A&E message for the TopView tag description and custom alarm
message
e Alarm Name: use the A&E name for the TopView description and custom alarm message.

Use iFIX Label
Valid for GE iFIX

Each alarm in TopView has an optional “Alarm label” that will be displayed in place of the word “Alarm”
in the Remote Viewer, Mobile Web App, and Snapshot Reports.

e Yes:import the “iFIX label” as alarm label for the TopView tag
e No: use 'Alarm’ as the TopView alarm label.

Use InTouch Label
Valid for Wonderware InTouch

Each alarm in TopView has an optional “Alarm label” that will be displayed in place of the word “Alarm”
in the Remote Viewer, Mobile Web App, and Snapshot Reports.

e Yes:import the HMI alarm label as alarm label for the TopView tag
e No: use 'Alarm’ as the TopView alarm label.
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Retrieve Alarms (vendor specific)
Once you have configured the Import/Sync options you can retrieve your SCADA/HMI alarms. The
retrieved alarms will be displayed in a tag picker where you can select the alarms to return.

The presented sync settings and steps will change based on your SCADA/HMI.

Wonderware System Platform
The sync for System Platform will perform two steps.

e Retrieve alarms from the Galaxy

e Retrieve descriptions and priorities for the alarms
The retrieval of descriptions and priorities requires that you have a Development License and
the Archestra IDE on the machine running SCADA Connect (required by the Wonderware toolkit
used to retrieve this information)

Step 2 - Configure Settings for the Galaxy
GR Node Name

SQL Server Instance

Galaxy Name (DB)

Step 2 (alternate) - Select a Galaxy Dump csy

Step 3 - Get alarms and choose which to retumn

Step 2 - Configure Settings for Galaxy

e GR Node name: the machine name that contains your System Platform Galaxy Repository
e SQL Server Instance: click the search button (magnifying glass) and select the SQL instance for
the machine name. For most users this will be 'MSSQLSERVER', 'SQLEXPRESS', or blank.
e Galaxy Name (DB): click the search button (magnifying glass) and select the name of your
System Platform Galaxy
e Sql Authentication
o Windows Authentication: authenticates using the current Windows User
o SQL Authentication: authenticates using the entered SQL Username and Password

Step 2 (alternate): will be available in a future release
Step 3: Get alarms and choose which to return

After you have entered the settings for the Galaxy, click “Step 3 — Get alarms and choose which to
return”. The alarms will be retrieved from your Galaxy and are ready to be imported to TopView.

Proceed to “Alarm Tag Picker”
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Wonderware InTouch
The sync for InTouch can import the alarms:

1. From your InTouch project folder (if TopView and SCADA Connect are installed on the InTouch
Runtime machine)
or

2. Froman InTouch DBDump (CSV file)

Step 2 - Select the InTouch project location

Step 2 (alternate) - Select an InTouch tags export csv

Step 3 - Get alarms and choose which to return

Step 2: Select the InTouch project location

If TopView and SCADA Connect are installed on the InTouch Runtime, select the folder where the
Intouch project is located.

Step 2 (alternate) — Select an InTouch tags export csv

If you cannot access the Intouch project folder or Step 2 fails to retrieve your alarms, you can import
your alarms from an InTouch DBDump CSV file.

e To create the DBDump CSV file, run the InTouch Application Manager and perform a DBDump of
your application.

Select “Step 2 (alternate)” and follow the instructions to import your DBDump CSV file
Step 3: Get alarms and choose which to return

After you have entered the location of the InTouch application or DBDump file, click “Step 3 — Get
alarms and choose which to return”. The alarms will be retrieved and are ready to be imported to
TopView.

Proceed to “Alarm Tag Picker”
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Wonderware InTouch Edge

The sync for InTouch Edge can import the alarms from the Edge project.

Step 2 - Click to select the Edge project location

Step 3 - Get alarms and choose which to return

Step 2: Select the Edge project file (.APP)
Step 3: Get alarms and choose which to return
Click to retrieve the alarms from the Edge project

Proceed to “Alarm Tag Picker”
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Rockwell FactoryTalk View SE: A&E tag based
The sync for FactoryTalk View SE A&E can import the alarms from your A&E Servers in an application.

Step 2 - Click to retrieve available A&E Servers

Step 3 - Select your server from these options:

Step 4 - Get alarms and choose which to return

Step 2: Click to retrieve Available A&E Servers

Retrieve all available A&E servers and populate the dropdown for step 3.
Step 3: Select your server from these options

Select the FactoryTalk A&E Server to use.

Step 4: Get alarms and choose which to return

Click to retrieve FactoryTalk A&E Alarms from the selected source.

Proceed to “Alarm Tag Picker”
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Rockwell RSView and FactoryTalk HMI Tag Alarms
The sync for RSView and HMI Tag Alarms can import the alarms from a tag database dump (CSV file)

CSV notes:

e Both an Alarms and Tags CSV file are required.
o When exporting tags from either RSView or FactoryTalk View there is a check box for
“Tags” and a checkbox for “Alarms”. Check both to generate both CSV files
e The two CSV files must have the same name except the alarms file has "Alarms" in the name and
the tags file has "Tags" in the name.
o The default naming is "ProjectNameAlarms" and "ProjectNameTags".
e The tags CSV file cannot have "Alarms" in the file name and the alarms CSV file cannot have
"Tags" in the file name.
e Both files must be in the same folder.
e The user only needs to select one file. As long as the file naming rules have been followed, HMI
Sync will locate both files.

Step 2 - Click to select the tag export csv

Step 3 - Get alarms and choose which to return

Step 2: Click to select the tag export csv (see above for more information)
Step 3: Get alarms and choose which to return
Click to retrieve the alarms from the CSV files

Proceed to “Alarm Tag Picker”
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Rockwell FactoryTalk Controller-based
The sync for FT Controller-based can import the alarms from a PLC.

Step 2 - Click to select the tag export csv

Step 3 - Get alarms and choose which to returmn

Step 2: Click to select the tag export csv

Each Topic created in RSLinx is for one PLC.
To import the alarm from the PLC you must first export the alarms from the PLC to a CSV file.

Step 3: Get alarms and choose which to return

Click to retrieve alarms from the CSV file.

Proceed to “Alarm Tag Picker”
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Rockwell RSLinx Pro with PLC
The sync for RSLinx Pro can import the alarms from a PLC.

Step 2 - Click to select the tag export csv
Step 3 - Get alarms and choose which to return

Step 2: Click to select the tag export csv

Each Topic created in the RSLinx Pro OPC Server is for one PLC.
To import the alarm from the PLC you must first export the alarms from the PLC to a CSV file.

Export: SLC and Micrologix PLCs

e Run RSLogix 500 Pro
e Select Tools...Database...ASCIl export

e (CSVtab
e  Only check “Addr/Symdol Desc.”
Documentation Database ASCII Export X

RSLogix 500 CSV |Al | ABAPS|

Data to be exported : Destination file names and extensions :
Addr/Symbol Desc. v 1J121 - LIFTSTATION 21/ K&V

Export: CompactLogix and ControlLogix

e Run RSLogix 5000 OR Studio 5000 Designer (newer)
o Select Tools...Export...Tags and Logic Comments
e Setthe CSV file

Imported alarms

e SLC/Micrologix PLCs: alarm booleans will be imported.
e CompactlLogix and ControlLogix: ALARM_ANALOG and ALARM_DIGITAL data types

Step 3: Get alarms and choose which to return
Click to retrieve alarms from the CSV file.

Proceed to “Alarm Tag Picker”
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GE iFIX
The sync for GE iFIX can import the alarms from a tag database dump (CSV file)

Step 2 - Click to select the iFix database csv

Step 3 - Get alarms and choose which to return

Step 2: Click to select the iFix database csv
To create the tag database dump

e RuniFIX
e Go to Applications>Database Manager>Export

Step 3: Get alarms and choose which to return

Click to retrieve the alarms from the tag database dump CSV file

Proceed to “Alarm Tag Picker”
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Schneider Citect
The sync for Citect can import the alarms from the alarm tag database files (DBF).

Step 2 - Click to select the Citect database dbf
Step 3 - Get alarms and choose which to returmn
Step 2: Click to select the Citect database dbf

Multiple database dbf files are used for different tag types and reside in the same Citect project folder.
Select the databased file digalm.dbf

Notes:

e Regardless of the dbf file selected, HMI Sync will import alarms from two tag dbf files located in
the same folder: digalm.dbf (digital alarms) and advalm.dbf (advanced alarms). Analog alarms
are not currently supported.

e |f one of the dbf files are open in Citect the import may not succeed

Step 3: Get alarms and choose which to return

Click to retrieve alarms from the Digalm.dbf and Advalm.dbf database files.

Proceed to “Alarm Tag Picker”
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Schneider ClearSCADA/GEO SCADA
The sync for ClearSCADA will import alarms using an API from ClearSCADA

Note: the ClearSCADA Server must be running for the import to succeed

Step 2 - Enter server name and application login
Host Computer: ' localhost
Username:

Password:

Optional Filter (i.e. Object Name Pattern)
Tagname Filter:

Step 3 - Get alarms and choose which to retumn

Host computer: enter the machine name of the ClearSCADA server. For the local machine enter the
name localhost

See “ClearSCADA/GEO SCADA: HMI Sync Remote connection” for information on username and
password.

Username: enter the ClearSCADA user name
Warning: super user may not work, see “ClearSCADA/GEQO SCADA: HMI Sync Remote
connection”

Password: enter the password for the user
Step 3: Get alarms and choose which to return
Click to retrieve the alarms from ClearSCADA

Note: ClearSCADA alarms are presented to TopView as an integer tag with two possible values for alarm
active (active/acknowledged and active/unacknowledged). TopView will read the integer tag and apply
an operation to return a single alarm active/inactive state.

Proceed to “Alarm Tag Picker”
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Siemens SIMATIC WinCC v7
The sync for WinCC can import the alarms from a tag database dump file.

Step 2 - Click to select the WinCC Alarm Log export

Step 3 - Get alarms and choose which to return

Step 2: Click to select the WinCC Alarm Log export

Please see the following page from Siemens for WinCC tag export steps:
https://support.industry.siemens.com/cs/document/22016422/what-are-the-options-for-tag-export-

import

Step 3: Get alarms and choose which to return
Click to retrieve alarms from the file.

Note: WinCC alarms are presented to TopView as a bit within an integer tag. TopView will read the
integer tag and apply a BIT operation to retrieve the current alarm value (0 or 1) for the TopView alarm.

Proceed to “Alarm Tag Picker”
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Alarm Tag Picker
In TopView 6.35 and later, the user will be presented with a list of the discovered alarm tags in a “tag
picker”.

In TopView 6.34 and earlier the retrieved alarm tags can now be sync’d to TopView. The user is not able
to select which alarm tags should be returned. After returning the tags to TopView the user can remove
unwanted tags from the TopView configuration. Proceed to “Import Alarms to TopView”

Alarm Tag Picker Ul: vl or v2?
Depending on your version of TopView and your HMI, you will see either v1 or v2 Tag Picker screen

Version 1: the top of the tag picker will look like the following:

— |Aveva/Wonderware System Platform] Growong — TopView Config: [SystemPlatformTest.cfgl 8 X
— HMISync Alarm Tags [ 16 total, 16 displayed | _ P Return to TopView [0 tags | SeveTage Camcel
| Existing | Type | Tagname | Description / AlirmMessage | PrimaryGeowp | SeconcaryGeowp | Prionty | Disatied
Type | Tagname Descrobon HMI Geoop | Prionty ! Existng

Version 2: the top of the tag picker will look like the following:

@ Select the tags te return to TopView - O >
Select SCADA tags to import  peek TopView tag info
Filter: X Clear filter Type v Tag name contains, |:| x Group(s) ~
Exists in TopView ~ | Description contains l:l x Priority El to
Displayed: 1378 of 1378 Total tag count: 1378
Selected for import: 0 Select tags for import [ show only 'Selected for import'
‘ Type Tag name Description HMI Groups(s) Priority Dit *
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Alarm Tag Picker v1
Example alarm tag picker

[Aveva/Wonderware System Platform] EIEL TopView Config: [SystemPlatformTest.cfg] )4

HMISync Alarm Tags [ 16 total, 16 displayed ] Return to TopView [ 0 tags] SaveTaga Cancel

Existing | Type ‘ Tagname | Description / AlarmMessage | PrimaryGroup ‘ SecondaryGroup | Priority ‘ Disabled ‘ ‘

Type | Tagname Description HMI Group Priority | Existing
D AppEngine.Engine.CheckPointFailed  N/A GR_Platform 800

D AppEngine.Engine.ObjectQuarantined  N/A GR_Platform 800

D AppEngine. Scheduler. ScanOverrun N/A GR_Platform 500

D Reactor_001.ReactLevel Hi Reactor Level Demo_Area 500 !

D Reactor_001 ReactlLevel Lo Reactor Level Demo_Area 500

D Reactor_001.ReactTemp.Hi Reactor temperature Demo_Area 500

D StorageTank_001.ProdLevel Hi Storage tank product level Demo_Area 500

D StorageTank_001.ProdLevel.Lo Storage tank product level Demo_Area 500

D Tank_001 PV Hi Tank 001 Level Enterprise 500

D Tank_001.PV.HiHI Tank 001 Level Enterprise 500

D Tank_001 PV.Lo Tank 001 Level Enterprise 500

D Tank_001.PV.LoLo Tank 001 Level Enterprise 500

D Tank_002 PV Hi Tank 002 Level Enterprise 500

D Tank_002.PV.HiHI Tank 002 Level Enterprise 500

D Tank_002 PV.Lo Tank 002 Level Enterprise 500

D Tank_002.PV.LoLo Tank 002 Level Enterprise 500

The discovered alarm tags are displayed on the left side. The alarm tags to return to TopView are
displayed on the right side.

Filters
Each column on the left side has a text box above the column name. Entering text in one of these fields
will filter the displayed list of alarm tags

Choose alarm tags to return
To add tags to the return list (right side)

e C(Click and drag one or more tags from the left side to the right side

o Click E in the upper left corner then “Add all tags” to copy all tags to the right side
Save tags

Once the return tag list (right side) is complete, click E25ES

TopView 6.36 and later: when you click [Save Tags] the alarm tags are returned to the SCADA Connect
Tag Importer in the Configurator.

TopView 6.35: when you click [Save Tags] you are returned to HMI Sync. Proceed to “Import Alarms to
TopView”
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Alarm Tag Picker v2
Example alarm tag picker

@ Select the tags to return to TopView

B A1t [Reactemp | Rescortemp Reacor 11|

- O
Select SCADA tags to import  peek TopView tag info
Filter: X Clear filter Type ~ Tag name contains I:l x Group(s) “
Exists in TopView ~ | Description contains l:l x Priority EI to
Displayed: 3 of 3 Total tag count: 3
Selected for import: 1 Select tags for import ] show only ‘Selected for import’ N‘_] Impeort tags to TopView (1)
Type Tag name Description HMI Groupsis) Priority Disabled Existing
A(H) ProdLevel Product storage level Reactor 1
O |awH ReactLevel Reactor level Reactor 1

The discovered alarm tags are displayed. The user can select which tags to return to TopView

Filter

The filter section allows the user to filter the list of displayed tags based on the filter criteria.
Selecting tags to import

The tags that will be imported to TopView have a checkbox in the first column. The user can check a

single tag, a subset of the tags, or all tags.

e Single tag: check/uncheck the box in the first column
e  Multiple tags (subset)
o Select multiple tags in the list using the Ctrl or Shift key

o Option 1: right click and choose the desired check/uncheck option from the context
menu

Option 2: click the [Select tags for import] button above the tag list and choose the
desired check/uncheck option

e Multiple tags (all)

o Option 1: right click and choose the desired check/uncheck option from the context
menu

o Option 2: click the [Select tags for import] button above the tag list and choose the
desired check/uncheck option

Importing the tags
Click the [Import tags to TopView] button

|'~1'_'| Import tags to TopView (1)

78




Import Alarms to TopView (6.35 and earlier)
If TopView 6.36 and later, the SCADA alarm tags are returned to the SCADA Connect Tag Importer in the
Configurator and you do not need to perform this step.

In TopView 6.35 and earlier, you must sync the retrieved SCADA alarms to the TopView configuration.
Once this sync completed you can reopen the Configurator.

Note: the TopView configuration file name for the sync is specified in the options on the left side of the
HMI Sync screen. See “TopView Configuration name” under “Set Import/Sync Options”.

TopView Sync —how to import

TopWiew Sync - Update existing and add new tags  ~

TopView Sync - Update existing and add new tags
TopView Sync - Ignore existing and add new tags

TopView Sync - Delete all existing and add new tags

From the dropdown, choose the way that TopView will import alarms. Most users will want select
'Update existing and add new tags'.

e Update existing and add new tags
If a tag discovered by HMI Sync already exists in the TopView configuration, it will be updated
with the new tag information from HMI Sync. If it does not exist in the TopView configuration it
will be added as a new tag.

o SIMATIC WinCC v7 users warning: you cannot choose this option in TopView 6.34
because the same tag exists multiple times with different BIT operations.

e Ignore existing and add new tags
If a tag discovered by HMI Sync already exists in the TopView configuration, it will be discarded
and the existing TopView tag will be preserved. If it does not exist in the TopView configuration
it will be added as a new tag.

o Delete all existing and add new tags
Delete all existing tags in the TopView Configuration and import all tags discovered by HMI Sync.

Sync to TopView
Click [Sync to TopView] to import the retrieved SCADA/HMI alarms into the TopView configuration.

Sync to TopView
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Run the TopView Configurator
The “Import Alarms to TopView” step has configured TopView and created a TopView configuration with
your alarms. You can now run the TopView Configurator and open the configuration file created by

SCADA Connect.
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Import Alarms to TopView (6.36 and later)
In TopView 6.36 and later the alarm tags are returned to the SCADA Connect Tag Importer

HMI/SCADA tags (retrieved at 5/4/2021 10:19:07 AM) | Tags for import v ‘ | 7 Tag list flter | | Modifytags v |
Alarm tag name Description Exists Priority Disabled Tag Group (primary) Tag Group (secondary) Ackno <<Import options
I e S o
ArchestraDPC.Tank_001.PV.HiHi.InAlarm | Tank 001 Level False Motify Enterprise Archest Import tags (8)
ArchestraOPC.Tank_001.PV.LodnAlarm | Tank 001 Level 500 False Motify Enterprise Archest| @) Add
ArchestraDPC.Tank_001.PV.LoLo.nAlarm | Tank 001 Level 500 False Motify Enterprise Archest e Update
ArchestraDPC.Tank_002.PV.HiInAlarm Tank 002 Level 500 False Motify Enterprise Archest 0 W hmeles
ArchestraDPC.Tank_002.PV.HiHi.InAlarm | Tank 002 Level 500 False Motify Enterprise Archest
ArchestraOPC.Tank_002.PV.LonAlarm | Tank 002 Level 500 False Notify Enterprise Arches| = Reptaceal
ArchestraDPC.Tank_002.PV.LoLo.InAlarm | Tank 002 Level 500 False Motify Enterprise Archest

X Clear all tags

Choose which tags to import
All tags with a check in the first column will be imported to the TopView configuration.

Select one or more tags if you want to check/uncheck some of the listed tags. You can also “Filter the
tag list”.

To change the import (checked) tags

e Right-click on the tag list and choose Check displayed/selected or Uncheck displayed/selected
OR
e Click [Tags for import] and choose Check displayed/selected or Uncheck displayed/selected

Filter the tag list
Click [Tag list filter] to filter the displayed tags.

Filter  Tag name contains [ NOT MARKED for impert (unchecked) [] DOES MOT EXIST in current configuration
g = g

escription contains orimport (checke: in current configuration
Descripti i [] MARKED for i (checked) [] EXISTS i fi i

The displayed tag list can be filtered by

e Tagname

e Tag description

e Tags marked for import/not marked for import

e Tags that exist or do not exist in the current configuration

Modify tags
Click [Modify tags] to make changes to the tag before importing to TopView.

Allowed tag changes include

e Setting or clearing the Tag Group(s)
e (learing acknowledge input/output tags
e Changing the server name for the imported tags (v7.1 and later)

The import for each SCADA has a default server name (OPC Server Alias). If the user has changed

this name for existing TopView tags, the imported tags can be modified to use the new name.
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Import options
Click [<< Import options] to view/edit the import tag options

Convert acknowledge tags to extensions
SCADA Connect returns the full name for the alarm and input/output acknowledge tags.

For many SCADAs the alarm and acknowledge tags contain the same root name but different
extensions/properties.

Example:
o Alarm tag: my.tag.Alarm
o Acktag: my.tag.Ack

The specification of the input/output acknowledge tags in TopView can use the full tag name or only the
extension (.Ack in the above example).

If this option is enabled, the import will convert the full acknowledge tag names to the extensions if the
tag naming of the alarm and acknowledge tags supports it.

Import acknowledge input/output tags
If enabled will import the acknowledge tags. Disable these options if you do not want to import the
input or output acknowledge tags.
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TopView Configurator

You should now have a TopView configuration containing your alarm tags and settings.

The TopView Configurator allows users to view and edit configuration files - we will use the Configurator
to verify settings and to configure and run the TopView Engine.

There are a few ways to start the Configurator:

e C(Click the TopView Information Icon in the system tray

and select “Configurator (desktop)”

o Configurator (desktopl..

e From the Start button: All Apps>Exele TopView>TopView Configurator

Configure to run with elevated permission

You may need to run the Configurator with elevated permissions so you can write configuration data to
the TopView DataPath. The default location for the DataPath is

C:\ProgramData\Exele\TopView.

When you run the Configurator you may receive a warning that you may not have write permission. If
this warning appears

e Click [Yes] to re-launch the Configurator with elevated permissions

e Select “Global Options” from the Global settings section of the left menu
Click the Applications tab

e Check “TopView Configurator” in the “Application startup: check for elevated permissions”
section

Application startup: chedk for elevated permission

TopView Configurator

e C(Click OK to close the Global Options screen
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Open your TopView configuration file
When you launch the Configurator it should open the configuration file created by SCADA Connect.

To manually open your configuration file:

e Select “Configuration Files” from the left menu
e Double-click your configuration file in the list of existing configuration files. Alternately you can
select your configuration file in the list and click the [Open] button.

Learn the basics about TopView (TopView 101)

Some of the steps that we will perform in the Configurator assume a general understanding of TopView
terms and concepts.

If this is your first time using TopView we suggest that you read the TopView introduction manual,
“TopView 101”. This manual is available in the Help menu of the Configurator.

Watch the SCADA Connect videos

Many of the steps covered here are also described and demonstrated in the TopView SCADA Connect
videos.
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Verify your gateway

Most of the SCADA gateways are OPC Servers on the same machine as TopView.
An OPC Server is addressed through two properties:

1. The machine name where the OPC Server is running
2. The name of the OPC Server, also known as the “DA OPC Server Prog|D”

Instead of requiring the user to specify both fields when addressing the gateway OPC Server, TopView
uses the concept of an “OPC Server Alias” as a single name that refers to the OPC Server machine and
ProgID.

When you configured your gateway in SCADA Connect during the “Install for your HMI” step, SCADA
Connect created an OPC Server Alias for your gateway.

We will check the OPC Sever Alias for your gateway and verify that we can connect to the gateway.

Open the OPC Server Alias dialog
From the left menu of the Configurator, select “Tags and Limits”
e TopView 7.2 and later: click the [Configure Servers] button
Configure Servers...

e TopView 7.1 and earlier: Next to the Server text box, click the gear icon button
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Verify the OPC Server Alias settings for your gateway
The OPC Server Alias dialog should list the alias for your gateway.

The alias name and OPC DA Server name will be different for each SCADA/HMI. The host name/IP for
the alias is blank for a gateway OPC Server on the local machine.

Note: the OPC DA Server names listed below may change with newer versions of the gateway. During
the “Verify connection to your gateway” step we will validate the gateway details.

e Wonderware InTouch or System Platform
Alias name = Gateway
OPC DA Server:
= FSGateway: ArchestrA.FSGateway.3
=  OlGateway: Ol.GATEWAY.3

e Wonderware Edge
Alias name = InTouchEdge
OPC DA Server: Studio.Scada.OPC.4

e Rockwell FactoryTalk View SE A&E
Alias name = FTGateway
OPC DA Server: FactoryTalk Gateway

e Rockwell RSLinx for PLC
Alias name: RSLinx
OPC DA Server: RSLinx OPC Server

e Rockwell RSView32
Alias name = RSView32
OPC DA Server: RSI.RSView320PCTagServer

e GE iFix
Alias name = iFix
OPC DA Server: Intellution.OPCiFIX.1

e C(itect
Alias name = Citect
OPC DA Server: SchneiderElectric.SCADA.OpcDaServer.1

e (ClearSCADA/Geo SCADA
Alias name=ClearSCADA
OPC DA Server: Serck.ScxV60PCDA.Local.localhost
For OPC Connection information for ClearSCADA, see “ClearSCADA/GEO SCADA” under
“Gateway Connection Issues”
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e SIMATIC WinCC v7
Alias name = WinCC
OPC Da Server: OPCServer.WinCC.1

e Siemens OA
Alias name = WinCC_OA
OPC DA Server: WINCC_OA.OPC.1

If your gateway is not listed you will need to create a new alias for your gateway. If you already have
tags from your SCADA/HMI in the TopView monitored tag list, the alias name you create should match
the name in the “Server” column.

.0 WS L LAY Yalass i LML= * IV LY I LUV LFIRNTN - uzJ (LY w WM T (=L S TN

Server

Gateway
Gateway

Ll NS

=Row Limits Tag Motification  Disabled ¢

19 ] Archestra0OPC.Reactor_001.React evel Hi.InAlarm
20 A Archestra0PC.StorageTank_001.HighFloat.InAlarm

GroupAlarm

GroupAlarm

P IUREU 1) PRS-

( P N N o Lo T o F N SN PR T R W | S |
See “Defining an OPC Server Alias” in the TopView Product Help or PDF. You can access this information
from the TopView Configurator top Help menu.
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Verify connection to your gateway
From the Alias dialog, click the [Test connections...] button.

Select your Server Alias and click the [Connect] button

OPC Server Connections

Server Alias Connection State Connection Details Connect
Gateway Mot connected

If you cannot connect
If you are unable to connect to your gateway, there are a few steps you can perform before you contact
your gateway vendor.

Check the OPC Server name

Close the Connections dialog and return to the Alias definition screen.

If the gateway is local (recommended), the Host name/IP should be blank.

Click the [Query] button to list the OPC Servers on the host.

You should see any registered OPC Servers in the “DA Query results”

Verify that the OPC DA Server configured for your alias exists in the DA Query results

If the name of the OPC Server is correct you will need to contact your gateway vendor for further
assistance.

Check vendor-specific notes
See “Gateway Connection Issues” for vendor-specific notes about connection issues.
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Check gateway tags for good status

Each tag that TopView reads or writes has a value, status, and timestamp.

The status of a value is an indicator of the good or bad quality of the value. If the status is not good, the
value may not be valid. With some gateways an invalid tag name may not be returned as “tag not
found” but may instead be returned as a valid tag having a bad status for its current value.

Configurator
We can use the TopView Configurator to return the current value of the gateway tags.

Choose which tags to check
Ideally, we want to check the status of any tag used by your configuration — monitored tags for alarming,
output tags (acknowledge, health), acknowledge input tags, Output Points, etc.

Starting with the Configurator in TopView v6.31 you can retrieve the current value of all tags used in the
configuration. Prior to v6.31 you can only check the current value of the monitored tags and will need to
run the TopView Engine to check the status of the other tags.

e lLaunch the TopView Configurator and open your configuration file.
e Select “Tags and Limits” from the left menu

e Set retrieval method to “Cache”
Cache reads ask the server to return the most recent value that the gateway has for the tag. This
is usually much faster than a Device read which asks the gateway to go out and retrieve the
value from the SCADA/HMI. Unfortunately, the first Cache read may not be valid since the
gateway may not yet have a value in it’s cache, so we will always perform a cache read twice if
any bad status values are returned.

o TopView 6.30 and earlier: Above the tag list, click Options...Get Values and uncheck
“Device read” if it is currently checked
i Options ~| Tag &Limit changes...

Allow row sorting {dick column header)
s | ITOY Pinaratinm Tam el Ciah Timaetmmn Tz
Get values 4 Also refrieve tag description from server I
(none) « | Also retrieve tag data type from server

(none) I DEVICE read (OPC) for tag list "Get values™ I

frnmel

o TopView 6.31 and later: Above the tag list, click “Get Values” and make sure that “OPC
device read” is unchecked

(®) Selected tags (0) Dump to CSV...

Get tag values
Get tag values 3 —
EI O Alltags in the st (5) I [] oPC Device read (slower) I @ [] show value columns first
3 Retrieve tag description (slower) (%)

Retrieve tag data type @

89



”

e Make sure that the Tag Group filter above the tag list is set to “(all)
Current tag list (monitored points)

Filters: Tag Group: | {all) v

e Display all tags in the tag list (6.31 and later)
In the filter options above the tag list, select “Display: All tags”

Digplay: () Monitored tags (default)
(@ Al tags
A “Tag type” column will be added to the tag list to describe the type of tag in TopView.

*= Row Limits | Tag type

20 X Maonitored

20 Acknowledge input
20 Acknowledge cutput
21 X Monitored

21 Acknowledge input
21 Acknowledge cutput
22 Monitored

23 X Monitored

23 Acknowledge input
23 Acknowledge output
24 X Monitored

24 LAcknowledae ingut

Retrieve the current values of the tags
The Configurator can retrieve the current value/status/timestamp for each tag in the tag list.

e TopView 6.30 and earlier: Select Get values...Get tag values (displayed tags)
I Mawe up I Move down
] zet tag value {selected tag) I
| Get tag values (displayed tags)

Clear tag values (displayed tags)

e TopView 6.31 and later:

Get tag values Mowve up Mowve down

EI Get tag values

b Getvalucs @ All tags in the list {25)

() selected tags (0)

o Choose “Get values”
o Select “All tags in the list”
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o Click the [Get values] button

Check the status of each tag
The default location of the value/status/timestamp columns is the right-most columns of the tag list.

Tag Value Status  Timestamp

327686 Good 8232018 1:32:44FM
Stopped Good 8/23/2018 1:32:44 PM
H2 Good  8/23/2018 1:32:45PFPM

10 Good  8/23/2018 1:32:44PM

Depending on the width of the displayed columns, it may be difficult to see the tag name column when
you are viewing the value/status/timestamp columns.

In TopView version 6.31 and later you can show the value/status/timestamp as the left-most columns,
making them closer to the tag name column. In the Get Values options panel, check “Show Values
columns first”.

¥ | Get tag values ) =,
:I @ Al tags in the list (26) ] oPC Device read (slower) (7 Shaow Value columns first I

() selected tags (0)

| Getwvalues [] Retrieve tag description {slower) (2

Dump to €SV, ..
Retrieve tag data type @

You can sort the tags by status by clicking the Status column header.

For any tags with bad status, see “Resolve tags with bad status”.
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Resolve tags with bad status
Output Points:

Example Output Points may be created in your configuration but are disabled by default. These
tags do not exist until they are created in the SCADA. Disabled Output Points are not verified but
all other tags are verified. You do not need to resolve the bad status of Output Points before
proceeding

See the SCADA Connect video “Steps After Syncing Alarms to TopView” for more information
about the included Output Points

SCADA Tags:

Each SCADA may have a set of default example SCADA tags included. This list may include
system tags and example SCADA alarm tags.

The description of each default SCADA tag starts with < and the description gives more
information about the tag

These tags are not required and can be removed if they have bad status

See the SCADA Connect video “Steps After Syncing Alarms to TopView” for more information
about the included SCADA tags

Imported SCADA Alarm tags

All of your imported SCADA alarm tags and acknowledge tags should exist and have good status.
You should resolve all SCADA alarm tags with bad status before proceeding.
See the trouble shooting section “Bad Status Tags” for tips on resolving tags with bad status.
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Test writing to output tags
The TopView configuration created by SCADA Connect’s HMI Sync may create two types of outputs.

1. Output Points: used for TopView health monitoring
2. Acknowledge output tags: used to write an alarm acknowledge action to an acknowledge tag.
An acknowledge output tag is assigned to an alarm tag in the monitored tag list.

To see the types of output tags in your configuration:

e Open your configuration in the TopView Configurator

e Select “Tags and Limits” from the left menu

e Above the monitored tag list, choose “Display: all tags” (TopView 6.31 and later)

e The column “Tag type” will display “Output Point” and “Acknowledge output” for the two types
of output tags

Output Points
To test writing to Output Points:

e Select “Output Points” from the left menu of the Configurator

e On the Output Points dialog, select each Output Point and click the [Test output] button to send
a value to the tag defined for the Output Point.

e Note: the Output Point tags only exist if you have created them. If they are disabled they are not
verified by the TopView Engine.

Acknowledge output tags
You should test a few of the acknowledge output tags to verify that you can write to these tags.

To test writing to acknowledge output tags

e Double-click the alarm tag associated with the acknowledge output tag. This will open the Alarm
Limits and Notification settings screen.

e Select the “Acknowledge Settings” tab

o C(Click the [Test output] button in the acknowledge output tag section

e Warning: System Platform: writing to an acknowledge output tag for an acknowledged alarm
will fail. You can only write to the acknowledge output tag if the alarm is not acknowledged.
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Test the TopView Engine

In TopView 6.31 and later, you can test the TopView Engine without performing any notifications or
outputs. This allows you to validate the monitoring and alarming functions in your configuration without
sending notifications or outputs.

Turn off notifications and outputs
In the TopView Configurator, select General from the left menu. Then check the “Disable notifications”
and “Disable all outputs” options.

ClYIle ety Suppress startup alarms for |0 seconds ] Write run-time alarm disable and snooze actions back to this configuration tile

O Suspend on bad Server connection Persist alarm, acknowledge, and disable state during internal restart (Engine rema
E Display
l,‘/" Logging Testing Options - Disable features

Notification These settings are t',rpica_\l\,r temperary and only ena_bled during te_stinq

& o audible Alarms Disable notifications (Email-5MS, Voice, ...) Disable all cutputs (Output Points, output tags, acknowledge output tags, ...)

7 © Email-sMs Natification

UM TR ——

Launch the Engine interactively

Save your configuration file using the [Save] button. Then start the TopView Engine interactively by
clicking the [Launch] button.

OTOP‘"EwaConfigurator
®© [ save (® Launch... W

The TopView Engine window should appear. The current values and current alarms should be visible in
the windows.

Check the application log for errors
While the Engine is running, launch TopView Admin Tools using the link in the lower left corner of the
Configurator.

%) Run TopView Admin Tools...

e Make sure that your TopView Engine is selected in the “TopView Engine Details” at the top of
the Admin Tools application

o From the left menu of TopView Admin Tools, select “Application logs”

e The daily application log files are listed. The current day’s log file should be selected.

e Look at the “Message level filter” to see the number of Warning and Error messages.

e Uncheck the “Information” filter and click [Refresh] to view only warning and error messages.
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Stop the TopView Engine (interactive)
Click the [X] close button in the upper right of the TopView Engine Window to to close the interactive
TopView Engine.

Install the TopView Engine as a Service
The interactive TopView Engine is often used for testing initial configuration. Most users will eventually
run the TopView Engine as a Windows Service.

Once you have verified the interactive operation of the Engine you should verify that the Engine will run
as a Service.

In the Configurator:

e Open your configuration file and select “Configure Services” from the left menu
e Startup type
o Automatic: start the Service when the machine boots
o Manual: the Service must be started manually after the machine boots
e LogOn account
o LocalSystem: if the gateway is on the local machine you may be able to run the Service
under the LocalSystem account.
o User: enter a Windows user account with permission to connect to the gateway.
e C(lick [Install] to install the Engine Service. If the installation is successful you should see your
Engine in the list of existing TopView Engine Services.

Test your TopView Engine Service
¢ Inthe list of existing TopView Engine Services, right-click your Engine Service and choose “Start”
e Use TopView Admin Tools to check the application log for any errors. See “Check the application
log for errors”
e Once you have verified the Engine Service you can stop your TopView Engine Service.
Warning: if you set the Service startup to “Automatic” it will automatically start if the machine is
rebooted.
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Configure notifications

Your TopView configuration contains Tag Groups. Tag Groups are user-named categories used for
grouping alarms for displays, reports, and for configuration of notifications.

A single alarm tag can belong to one or more Tag Groups. If a Tag Group contains notification settings,
any alarm tag belonging to the Tag Group will inherit these notification settings.

When you performed HMI Sync, one of the options was “Primary Tag Group” with a default value of
“Notify”. You can view the Primary Tag Group in the alarm tag list.

= Row Limits Tag Server Motification Disabled Inhibit Description Primary Group | Secendary Group
3 notif_emailsms_failed localStatus TopView Status Tag: # of Email/SM5 Notification f.. | Systern Status

4 notif_voice_failed localStatus TopView Status Tag: # of Vioice Notification failures...| System Status

5 statusnotgood_count localStatus TopView Status Tag: # of TopView tags with bad st... | System Status

] X notif_emailsms_lastfailed localStatus TopView Status Tag: Will alarm if the last Email/SM... | Systern Status

7 X notif_voice lastfailed localStatus TopView Status Tag: Will alarm if the last Voice Not..| System Status

H] X servers_connected localStatus TopView Status Tag: Will alarm if servers are not co..| System Status

g X ArchestraOPC. Tank_001.PV.Hi.InAlL..  Gateway Tank 001 Level Enterprise
10 X ArchestraOPC. Tank_001.PV.HiHi.In...  Gateway Tank 001 Level Motify Enterprise
n X ArchestraOPC. Tank_001.PV.Lo.nAl..  Gateway Tank 001 Level Motify Enterprise
12 X ArchestraOPC.Tank_001.PV.LoLe.n.. Gateway Tank 001 Level Motify Enterprise
13 X ArchestraOPC.Tank_D02.PV.HilnAl..  Gateway Tank 002 Level Motify Enterprise
14 X ArchestraOPC.Tank_D02.PV. HiHi.In...  Gateway Tank 002 Level Motify Enterprise
135 X ArchestraOPC.Tank_D02.PV.Lo.nAl..  Gateway Tank 002 Level Motify Enterprise
16 X ArchestraOPC.Tank 002.PV.Lolo.n.. Gatewav Tank 002 Level Llotify Enterorise

To configure notifications for your alarms you will need to

e Configure the settings for Email, SMS, or Voice notification
e C(Create at least one notification group (recipients)
e Assign the notification group to the Tag Group assigned to your alarm tags.

The separate TopView 101 document gives an overview of how Email, SMS/text, and Voice call-out
notification are configured through Tag Groups. More configuration details for each type of notification
are available in the TopView product documentation.
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Tag names in TopView

Wonderware FSGateway and OlGateway

For InTouch and System Platform users, the prefix of the tag names in TopView will be the gateway topic
name for the InTouch or System Platform connection

InTouchOPC  for Intouch users (without System Platform)
ArchestraOPC for System Platform users

4 (3] DAServer Manager
4 ) Default Group
4 3 Local
4 (@ ArchestrA FSGateway.3
4 A& Configuration
b A& InTouchOPC
A ArchestraOPC
b A& OPCI
4 %] Diagnostics
b FFl Client Groups

Wonderware InTouch Edge

Edge locks OPC to one application so no prefix will exist in the TopView tag names
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Rockwell FT Gateway A&E tag-based

If scope is defined as the application, the area is the prefix for each tag

If the server scope is changed up or down a level, OPC clients may not be able to access tags from the
original configuration. This is because the OPC browse interface provides tag names that are relative to
the FactoryTalk Gateway's configured scope. If you change an existing configuration, you will be
prompted to verify that you want to change the scope.

Rockwell FT Controller-based and RSLinx Pro with PLC

RSLinx is configured with a Topic for each PLC.

This Topic name, an option in HMI syng, is the prefix to each alarm tag.

Citect

Citect locks OPC to one application so no prefix will exist in the TopView tag names

GE iFix and WinCC-OA
Similar to Wonderware, a prefix is required for the TopView tag names.

iFix: tag name prefix is the node

WinCC-0A: tag name prefix is WinCC_OA
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Vendor-specific How-to

Exposing FactoryTalk A&E Alarms as Tags in FT Gateway

Does not apply to HMI Tag Alarms.

FactoryTalk Linx Gateway can expose anything within the FactoryTalk View application. The PLC data
and HMI Tag Alarms will be exposed to Gateway and therefore to TopView.

By default, an A&E alarm is not exposed as a tag in FactoryTalk Linx Gateway for TopView to monitor. To
configure an A&E alarm as a tag:

e Run FTView Studio to view the alarms
e Gointo the Alarm Properties
e Check the box “Show Alarm as Tag”

Hame:
Input Tag:
Condition:
Severity

Iirarmum duration

Digtal | Status Tags | Controd Tags

|Tbs:|.ﬂ|-urrn

|T93I.-5\lan'n

Digital Alarm Properties

|Ir'pu| 0

W

|300

I

=

[Latehed

[ Acknowledge requined

o Seconds

[ | Show Alaim a5 8 Tag ]

e Note: You may need to right click the HMI Server and select “Refresh All Folders” after checking

the box to make the tag appear in the list (this is a common FT View SE issue)

e Bulk configuration:
o Export all of the tags and update all in bulk in Excel. Change column | (Alarm as a Tag) to

TRUE.
o Save and import the tags back in to the A&E server.

i.g, HMISVER
—a Syste

Delete
Import and Export ...

Gerver Status...

Properties...

|

T
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Severity tag (FactoryTalk A&E tag based)

For SCADAs that expose the alarm priority/severity as a tag, TopView can be configured to dynamically
set the TopView alarm priority to the current value of the SCADA alarm priority/severity by referencing
the priority/severity tag name for each alarm.

A Factytalk A&E alarm tag exposed to TopView through FactoryTalk Linx Gateway will have the name
tagname.InAlarm. Newer version of FactoryTalk may not expose the alarm severity to TopView through
the name tagname.Severity so you will need to create a tag to expose this severity value to TopView.

Example solution:

1. Create a derived tag in FactoryTalk where the value is a derived from functions
AE_HighSeverityAcked(AlarmName) and AE_HighSeverityUnacked(AlarmName).
Note: these functions return a 0 if InAlarm is False.

2. Have an HMI tag point to the derived tag

3. Reference the HMI tag (severity) from TopView as the TopView alarm priority
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Acknowledge Tags (Rockwell FT View SE HMI Tag Alarms and RSView32)
Note: this does not apply to FactoryTalk View SE A&E

By default, alarms do not have an acknowledge tag exposed to the FactoryTalk communications. If you
would like to synchronize the alarm acknowledge with TopView’s alarm acknowledge, you can create a
memory tag for ACK in a folder named “ACK”, and select it in Advanced-Acknowledge Bit in the Alarm
setup. Auto Reset must be selected. This is the same process that was used for SCADAlarm.

Alarm States T Alarm Messages

Tag LITT00\Ladim

Alam Idertificatior: |

Out of Alaim Labet |

Alam Acknowledos

Acknonledge Bt |ACK\LIT100LoAlm ]D

[w] Auto Reset

| I[]

[JAuto Reset

101



System Platform: Export objects/tags to CSV

Launch the System Platform/Archestra IDE and connect to your Galaxy
e From the top menu, select View...Model

Select the first node in the Model tree

« Model - Tagname

" o T
£ [J) Unassigned Area

~ il Dema_Area
~ 411 Enterprize
- 4] Sim_Area

Expand all nodes in the tree

e Press the * key on the number keypad
Note: only the * key on the number keypad will expand all nodes, not Shift+8

«; Model - Tagname

S 4 AppServerReactorDemo

El- |[J UnassignedArea

. {'IE}AI:'I:'Enng

=-- J;j Demo_Area

----- @aaF‘.eactu:urDemn

----- @ Drum_Conveyor

----- \E] GR_Platform

E- @qR31

- i@ Reactor_001 [ Reactor ]
b @ StorageTank_001[ StorageTank ]
----- [} ViewEngine

= J;ﬂ Enterprise

----- kl Tank_004

----- kl Tank_oo02

----- K8 TopViewDemo_001

B~ £ Sim_Area

----- {8 App_Engine

----- @ ConveyorSIM

----- @ R31_PLC
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Select all nodes in the tree

e Click the first node in the tree
e  While holding down the Shift key, click the last node in the tree
e The whole tree should now be selected

«;Model - Tagname

AppServerReactorDemo
SRS Unassigned Area
L 1 AppEngine
8- El;]j Demo_Area
el aaReactorDemo
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Export to CSV

e Right-click on the tree and choose Export > Galaxy Dump

-« Model - Tagname

B- ' AppServerReactorhema

* 1 X

EI--- UL @ Check Out

H|:||:|En|:||r @

L-_| ﬂ;h I:l|—I11|| Area | Check In

Undeo Check Qut
Owerride Check Out
Validate

Delete

. P : Deploy..
B- gﬂj Enterprise | S
“ ST &H  Undeploy...
Upload Runtime Changes

Assign To..

Unagsign

o Conv r:—'-,'l:_ll
8 JR31_PLC

%% Toggle Model Display: Tagname/Alias

Ctrl+Shift+F3

oo

£

_ﬁ Model |E:h erloymentr‘?@ Deﬂvat’lon|
| — - P

Save the CSV file.

Object(s)...

Galaxy Dump...

Localization

»
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Enable Tag Search
The OPC gateway from your vendor may not support browsing/searching for the available tags from the
TopView Configurator’s Tag Search. This section contains information on enabling tag search for SCADA
Systems that do not enable this feature by default.

Wonderware InTouch
The tag search through FSGateway or OlGateway does not, by default, display all of the tags available to

TopView.

To enable tag search for additional InTouch tags:

e Run ArchestrA SMC (System Management Console)
e Enter the properties of the “InTouchOPC” topic in the gateway
e Set the Item Browse Path to the path of the InTouch application

e C(Click the [Tag browser] button

4 E DAServer Manager
P Default Group
4 5] Local

[ TopViewSystemPlatformDemo
3 Log Viewer
3 Platform Manager

g e

Device Group Mame: IlmTouchEIF‘E

Fl ra ArchestrA FSGateway.3 [~ Read Only
P ,{.. Configuration

A& InTouchOPC

InTauch Runtime Mode: I\oca\host
[ /g ArchestraOPC

L]

I+ /g oPC1 Iterm Brawse Path: | IE'\Inlnuch\Tnp\f’\ew\ntnuchDemﬂ - |

3 EI Diagnostics

Reconnect Period:

o

Connection Pratocal —————————
Reconnect Attempts: 5 ’7

 DDE @ SuiteLink

Tag Browser

o Choose the tags to add to the browser. Use Ctrl or Shift to select multiple
e C(Click OK

m | TagBrowser - Ch\Intouch\TopViewlntouchDemo . |

I

Filter: |<”°”e> ;IJ
Tag Mames:
Tagname I Tag Type | Access Name | Alarm Group ~
EA OwiE_SP_EndAnoxi..  1/0 Real AMPLCM 0101_0XI
Al PenScale Memary Integer S5ystem
E |PMP1OLFail [ MemopDisc.. | [$Sstem |
=8 PMP101_LocalAute Memary Disc.., S5ystem
=8 PMP101_Running Memory Disc... §System
=8 PMP101_Scadafuto Memaory Disc.. S5ystem
E |PMP102 Fail | MemopDisc.. | |
=8 PMP102_LocalAuto Memary Disc.. S5ystem
=8 PMP102_Running Memory Disc... $System
=8 PMP102_ScadaAuto Memary Disc.. S5ystem
@ POWER Group Var §System
FA Power 0102 KWh /O Rea A10PLCO2 POWER hd
< m >
oK I Cancel |
|1913 items |E itemns selected. Y
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Choose the “Device items” tab to see your tags. These tags should now be visible to the tag
search in the TopView Configurator.

e X|E X M

@ ArchestrA System Management Consols
I @) Historian
a [3] Galaxy Database Manager
& hennet_prod
& TopViewSystemPlatformDemo
4 @ DAServer Manager
4 Default Group
4 5 Local
Fl ArchestrA FSGateway.3
4 /g Configuration
A InTouchOPC
[ /g ArchestraQOPC
b A OPC

P oo P S

ClearSCADA/GEQ SCADA

If you cannot browse all tags, you may need to enable OPC Private Security settings for your TopView
OPC Server Alias.

'-\‘-;,r Mode Type: InTouch Delimiter: .
InTouchOPC Parameters Device Items |
MName | Item Reference
PMP101_Fail PMP101_Fail
PMP102_Fail PMP102_Fail

See “ClearSCADA/GEO SCADA” “OPC Private Security” for more information.
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Vendor Online Product Manuals and Information

Rockwell FactoryTalk Gateway
http://literature.rockwellautomation.com/idc/groups/literature/documents/gr/ftgate-gr001 -en-e.pdf

Rockwell FactoryTalk Alarms & Events

https://www.logic-
control.com/datasheets/23/Components%20Manual/FactoryTalk%20Alarm%20&%20Events.pdf

Wonderware System Platform Alarms
http://global.wonderware.com/EN/SoftwareGCC15PPTs/TSS-01 Troubleshooting Alarms in
AppServervl.pdf

Wonderware FSGateway User Manual
2014: https://knowledge.insourcess.com/@api/deki/files/2357/FSGateway
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https://knowledge.insourcess.com/@api/deki/files/2357/FSGateway

TopView Health Monitoring in your SCADA/HMI

Overview
Optional Step: create tags, displays, and scripts for your HMI

The TopView Configurations generated by HMI Sync can include TopView health indicators (outputs)
that can be monitored in the SCADA System to provide health information to the operator/HMI. There
are also signals in the SCADA System that can indicate SCADA health information to TopView. See
“Configuration import options” for more information about including these tags in your TopView
configuration.

Note: the health monitoring Output Points in TopView are disabled by default. If you create the TopView
health tags in your SCADA system you can enable these Output Points and assign them to the Health
heartbeat output for the TopView configuration.

To support health monitoring, the following are required:

e TopView health indicators must be written from TopView to SCADA tags (TopView health SCADA
tags). If these SCADA tags do not exist, they must be created.

e  Scripts must be created in the SCADA system to monitor some of the TopView health SCADA
tags to recognize TopView health issues. For example, if TopView is writing a sawtooth to a
TopView SCADA health tag, a SCADA script must run to recognize when this tag stops updating

e The TopView health SCADA tags, or scripted health results, can be viewed in the HMI display

e The SCADA system can provide a system tag or scripted tag that can be monitored in TopView to
recognize a SCADA health issue. Example: a clock/counter tag can be monitored by TopView and
TopView can recognize when this tag stops updating.

The output of TopView health indicators in TopView configurations created by SCADA Connect will be
disabled by default. After the steps in this section have been followed and the required SCADA tags and
scripts exist, the output of TopView health indicators can be enabled.

SCADA Tag creation, health monitoring scripts, and HMI displays

SCADA Connect included a set of example scripts for tag creation and TopView health monitoring as well
as example graphics for displaying TopView health information in the HMI.

*These items are provided as examples and are not supported. A working knowledge of the
development software for your HMlI is required. Contact your HMVI’s technical support if you are
unaware of the procedures for importing and modifying the examples provided to make them work
with your HMI.

The example files are installed to the following location:
C:\Users\Public\Documents\TopView\ScadaConnectivity\HMI_Config
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TopView health indicators

TopView health indicator are outputs from the TopView Engine to tags that you create in your HMI.

When you generate a TopView configuration using SCADA Connect, the following outputs will be
created although they will initially be disabled.

e Sawtooth heartbeat output
o Created in the TopView configuration through a sawtooth health Output Point (select
Output Points from the left menu of the Configurator) and the assignment of this
Output Point to the health/heartbeat setting of the Engine (select Health from the left
menu of the Configurator)
e Notification failure
o Two internal TopView status tags are added to the list of monitored alarm tags
= notif_emailsms_lastfailed (last Email-SMS Notification failed)
= notif_voice_lastfailed (last Voice Notification/call-out failed)
o These status tags have the following integer values
= 1 =the last notification failed
= 0 =the last notification was successful
o The status tags are configured in TopView with alarm condition “= 1"
= Alarm is active when a notification fails, and return to normal when a
notification is successful
o When the status tag enters alarm (notification failed) it will write a 1 to a TopView
health SCADA tag. When the alarm clears (notification working) it will write a 0 to the
same TopView health SCADA tag.
= This output upon alarm and return-to-normal is configured on the Alarm Limits
screen...Outputs through the assigned Output Points

When monitoring the TopView health indicators in the SCADA tags, the following script/logic must be
applied:

e Sawtooth tag: TopView health alarm if the tag value stops updating. The sawtooth will update
periodically based on the output frequency configured for the Sawtooth Output Point in
TopView.

e Notification failure tag: notification failure if the tag value = 1
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Importing Scripts
This section includes vendor-specific information for the importing of scripts into your SCADA/HMI. See
“TopView Health Monitoring in your SCADA/HMI” for more information.

Wonderware InTouch and System Platform
The default location for the scripts is
C:\Users\Public\Documents\TopView\ScadaConnectivity\HMI_Config\Wonderware

The InTouch and SystemPlatform folders contain scripts for various versions of the software.
Special notes about importing the Wonderware Scripts

e System Platform 2017
o If 2017 files are not included in your version of SCADA Connect you can import the
"aapkg" files for 2014R2. They will import to any version of 2017.
e InTouch (general):
o When importing, check the Use Existing Tags (Conserve Placeholders) check box. This
will use the tags in the same tags as in the Tagname Dictionary if they are there.
See Wonderware support information. If the user does not choose this option:
® |nTouch adds the tags as "placeholders"”. ?d = discrete, ?i = analog. You can
usually perform a tag replacement (CTRL-E), and then there will be a "CONVERT"
button. Choose "Local" and all of the ? placeholders should disappear.

e InTouch 2017
o (August 2018)
Importing the scripts into Intouch 2017 may cause a failure during the import. This could
be due to a bug in InTouch and the issue is being investigated.
There is a note in the folder for InTouch 2017 stating that the user should manually type
in the scripts for Intouch 2017 and also for any version that causes problems on import.
The scripts are in an Excel file located in the Intouch imports folder.
e InTouch (any version where script import fails)
o See the note for InTouch 2017 and manually enter the scripts.
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Troubleshooting

Alarm Tags not working

Wonderware System Platform

System Platform alarms may stop working on a client machine. FSGateway/OlGateway should be
immune to this since it uses a direct Galaxy connection instead of an alarm consumer query (like the
alarm clients do).

= Verify that you can see alarms in an Intouch alarm client on the same machine as the TopView
engine. If you cannot then please contact Wonderware support and/or reference this
Wonderware tech note.

= Verify the username and password entered for the OlGateway/FSGateway connection to the
Galaxy.
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Bad Status Tags

All SCADAs — Restart the gateway

e Try restarting the gateway
o Wonderware FSGateway/OlGateway: the terms used in SMC are “deactivate” and

“activate”

Wonderware FSGateway or Ol Gateway
The SMC (System Management Console) can be used to view the status of any tag that has been
accessed by TopView. Before running this tool you should use the Configurator to retrieve the value of
all tags (inputs and outputs). See “Check gateway tags for good status” for steps to retrieve the tag

values.

From SMC, choose the gateway...Diagnostics...Device Groups...<Default> as show below. Tags with the
green icon will have a good status in TopView, and tags with a red icon will have a bad status in
TopView.

v

Ie Action View Help
o9 257 = B

@ ArchestrA System Management Consoly
b % Historian
s [§) Galaxy Databaze Manager
&F hennet_prod
o TopViewSystemPlatformDemo
l« B DAServer Manager
4 2 Default Group
4 & Local
4 &g ArchestrA FSGateway.3
4 /& Configuration
> A& InTouchOPC
A ArchestraOPC
> & OPCl
4 [T Diagnostics
v [£] Client Groups
> [ Structure
b ] Transactions
> EE] Statistics
> [ Messages
4 1] Device Groups
v ] ArchestrA
» ] <Default>
> By TopViewSystemPlatformDemo
b B Log Viewer
b (&) Platform Manager

Name

10_Analogs.AlarmTest.InAlarm
10_Analogs.ChlorineHiAlm.InAlarm
10_Analogs.ChiorineloAlm.InAlarm
10_Analogs.DischargeS0HiIAIm.InAlarm
10_Analogs.DischargeS0LoAlm InAlarm
TopView.AppServerStatus

$SYSSStatus
$5YSSgat.
SsysSgatewayconnectionstatusstring
$SYSSLicensed

$5YSSEnableState

$5YSSitemCount
$SYSSActiveltemCount
$SYSSErrorCount

$SYSSErrorCode

$SYSSErrorText
10_Analogs.Discharge58HiAIm.InAlarm
10_Analogs.Discharge58LoAlm.InAlarm
10_Analogs.DischargeHiAlm, InAlarm
10_Analogs.DischargeloAlm.InAlarm
10_Analogs.FlowloAlm,InAlarm
10_Analogs.SuctionHiAlm.InAlarm
10_Analogs.SuctionLoAlm.InAlarm
10_Generator.Fail.InAlarm
10_Generator.Run.InAlarm

10_Pump1 Fail.InAlarm

10_Pump! Fault.InAlarm
10_Pump1.Flow_LoAlm,InAlarm

i 5
yconnec

EEEEEEEERE

:
;

$233Egieeeaezaeeaseaeasss

Value
FALSE
FALSE
FALSE
FALSE
FALSE
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TRUE

TRUE

Connected
TRUE

Time
8:08:31 PM
8:08:31 PM
8:08:31 PM
3:08:31 PM
8:08:31 PM
4:18:33 PM
4:16:45 PM
4:16:46 PM
416:46 PM
4:16:45 PM
4:16:46 PM
4:16:46 PM
4:16:45 PM
4:16:45 PM
4:16:42 PM
41642 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
2:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM
8:08:31 PM

Quality/Result
00C0
00C0
00CO
00C0
00C0
00C0
00C0
00C0
00C0
00C0
00C0
00C0O
00C0
00C0
00CO
00C0
00C0
00C0
00C0
00C0
00Co
00C0
00C0
00C0
00C0
00C0
00C0
00C0

MsgiD  Location

ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
ArchestraOPC
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Wonderware InTouch

InTouch Runtime must be running
Intouch doesn't have a server that runs in the background. Therefore users need to make sure that the
InTouch Runtime is running on the node that the gateway is configured to connect to. This node is
visible in the properties of the InTouchOPC topic created FSGateway or OlGateway.

4 (8] Galaxy Database Manager
W hennet_prod
& TopViewSystemPlatformDemo
4 [3] DAServer Manager
4 %) Default Group
4 3 Local
4 @) ArchestrA.FSGateway.3
4 /é Configuration
b A& InTouchOPC
A ArchestraOPC
v A& OPCI
4 [F] Diagnostics
p FE] Client Groups
p [T Structure
p FE] Transactions
p [E] Statistics
b FE] Messages
4 FE] Device Groups
[T] Archestra
b 5 TopViewSystemPlatformDemo
b &) Log Viewer
b & Platform Manager

InTouchOPC Parameters ] Device Items |

Device Gioup Name: |InTouchDPC

[T Read Only

InT ouch Runtime Node: I!ocarhoer

ltem Browse Path

Reconnect Attemprs: 5

Reconnect Period: 20000 e

Wonderware System Platform

System Platform has an AppEngine that hosts the objects monitored by TopView. As long as the
AppEngine is deployed, TopView should be able to read the tags.

=
=

Connection Protocal

@ Sukelnk

Tag Browse:

Note: When using System Platform with InTouch, InTouch is a "user interface" to the AppEngine and
does not need to be running for TopView to see the tags.

Gateway username/password

= Verify the username and password entered for the ArchestraOPC gateway connection for

OlGateway/FSGateway.

Deployed objects

e Make sure that the objects are deployed

Archestra Object Viewer

An excellent troubleshooting tool is the Archestra "Object Viewer". It shows all data available organized
by object with each data point's currently value and comm status
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Fle Edt View Options Help
AL I [ purorF ok
=3 App_Engine B Status _| Sec locked | T, Has SetHand... ~
=8 10.Glenwood [Water.10.G| ok Operate  Wikteable USC L. Unlocked  Boclean 107 UseDefined true e true fake false
10 Anslogs (10, Anslog Ok ReadOnly ~ Calculated Unlocked  Boclean 107 CondtionAlamm false falze false false faise
10_Generator [10_Gene, ok FreeAccess Witeable_US Unlocked ~ Sting 106 CondtionAlam true true false fabe folse
10.Pump1 [10_Pump) ok ReadOnly  Wiitesble CLoc.. Unlocked  CustomEnum 102 Booleandlams false faise false fake false
10_Pump2 [10_Pump2 5/10/2018 1:08:31.945PM  CO:Good Ok ReadOnly  Calculated Unlocked  Integer 2 BoocleanUtiities Fad false. false. false. false faise
© 10,Pump3 (10 COGood Ok Operate  Wiiteable_US Unlocked  Boolean 118 CondtionAlam true true false false false
< L pustps CDGood Ok ReadOnly  C Unlocked  CustomEnum 116 ConditionAlarm false true folse fabie false
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© 10_PumpS [10.PumpS] 5/10/2018 1:08:31960PM  C0:Good Ok ReadOnly  Calculated 121 BocleanUtilities Fail false false false false false
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@ 10_Setpoints [10_Setpo. S/10/2018 1:0831945PM  COGood Ok ReadOnly ~ Calculated Unlocked  CustomEnum 120 BooleanUtiites.Fail false faise false fake faise
@ 10 Setpoints_Level Hif 5/10/2018 10831945 PM  COGood Ok ReadOnly  Calculated Unlocked  Integer 119 SoclesnUtiites.Fal false f false fakse fase [
@ 10_Setpoints_Level_Wa! 0831945 PM  COGood Ok ReadOnly  Calculated Unlocked  Boolean 15 BoolesnUtiitesFail false false folse fabe fase | o
© 8 11_Eastewin (Water11_E4 COGood Ok FreeAccess Witesble USC  Unlocked  String 19 Conditionalam true true folse fakse fohe |
=& liw.lmlv(m ‘Z:W CDGood Ok ReadOnly  CalculatedRetent.. Unlocked  Boolean 120 ConditionAlarm fakse true false. fake faise. -
ol COGood Ok ReadOnly  CalculatedRetent.. Unlocked  String 125 CondtionAlam false true false fase false
-8 13./60Crest Woter13 140} COGood Ok ReadOnly  CalculotedRetent.. Unlocked 123 ConditionAlarm fobse true fatse fabe false
© 8 14 X C CDGood Ok ReadOnly  CalculatedRetent.. Unlocked  Time 21 ConditionAlarm false true false fake false
@83 155 A COGood Ok ReadOnly  CalculatedRetent.. Unlocked  Time 12 CondtionAlam fakze true false fae false
@8 16.BosworthPS (Water.16.{ | | Fail larmShelveUser CDGood Ok ReadOnly ~ ColculatedRetent.. Unlocked 124 ConditionAlam folse true fabse fabe folse
£ 17_GraniteFalisRes (Water.| | Fail Bad.Condition true COGood Ok ReadOnly  CalculstedRetent.. Unlocked  Boolean m BooleanUtiities Fail false true folse false false
© 8 18 BosworthRes [Water.18] || FailBooleanalarm TimeDeadb... 00:00:00.0000000 C0Good Ok Tune Writeable USC L. UnLocked ime 106 BooleanAlarms faise true false fakse faise
=85 19.WiliamsROMM [Woter] || F9Cotegory Discrete COGood Ok Tune  Witesble USCL.. Unlocked Customfnum 105 CondtionAlarm false true false fase false
8 20 CovaerosMM Woter2{ || F¥LCondtion false S/I0/2018 10831945PM  COGood Ok ReadOnly Unlocked  Boolean 10 Bocleandlerms. true faise folse fabse false
v Fail.CondionCached - COGood Ok ReadOnly Unlocked  CustomStuct 107 false fakse false fakse false
85 2 Sundaae Water 211 || £y pesc Glewood Pump 1 Failto Start C0Good Ok ReadOnly  Wiktesble C Loc.. Unlocked Intemationalst.. 116 BooleanUtiities Fai false fakce fakze fakse fakse
583 2 MayCreek [Water 22 M P C0Good Ok FreeAccess Witesble USC L. Unlocked  String 10 Conditionlarm true e false fakse false
® 81 23 LakeRoesiger?s Water! | | Falinlaom false $/10/2018 10831945PM  COGood Ok ReadOnly ~ Calculated Unlocked  Boolean 100 CondtionAlam fatse fale fatse true false
® 8 24 LakeRoesigerRes [Watel | FailinputDataType MiSoclean ok ReadOnly Cloc. Unlocked DataType 102 Falaput fakse false false fakce false
&8 25 DUAKHIIMM [Water3 || FailinputinputSource DASMBTCP ACE_AULIOPY Fal Ok Configure  Witesble USC L. Unlocked Referencelype 103 Faillnput true true folse fabse false
&0 21 - Convers ok ReadOnly UnLocked 100 Faiinput false fakse folse fabie false
® ﬁ 27_GFPortageMM [Water2 Failinput.Value false Ok ReadOnly  Calculated UnLocked m Faillnput false fakse. false. fakse false
8 25.GFAGeAM [Water2s, | | FHbinvetvale false Ok ReadOnly  Wktesble C Loc.. Unlocked  Boclean 10 BoclesnUtiiesFal false false false false false
= - || FailLogDetaChangevent false ok Tune  Wiitesble USCL.. Unlocked Boolean 106 BooleanUtiities Fal true true folse fabse false
©-8) 29.GFSaratogebM Water: | £, vt falke ok ReadOnly  Calculated Unlocked  Customnum 113 BooleanUtilities Fail folse fakse false fake faise
@83 30 AringtonMM [Water X | Fait Offsg False ok ReadOnly  Writeable C Loc.. UnLocked 109 EooleanUtilities Fail false false false fake fase
@ §) 31 StormLakePs [Water31 | Fail OnMsg True Ok ReadOnly  Writesble C Loc.. Unlocked  Sting 108 BooleanUtiites Fal false false false fabse fabse
@81 32 StormLakeBooster [Wat | Fail Output DataType MiBoclesn ok ReadOnly  Wiitesble C_Loc.. Unlocked  DataType 102 FeilOutput false fatse false fabse false
=8 2. 3 ok Configure  Witeable USC L. Unlocked  ReferenceType 103 Fail Output true e false fake false
® ) 33 MachiasPS [Water33 N | FoilOutputValue false $/10/2018 10831945PM  COGood Ok ReadOnly ~ Calculated Unlocked  Boolean 101 Fail.Output troe false false fakse false
© 8 SLISTIHSTMM [Wiater34, | FoOutput WrteStatus C0Good Ok ReadOnly  Wiiteable_S Unlocked  StatusType 100 FeilOutput true true folse fabe false
& 5k Water3 || FHLPrORy 1 COGood Ok Tune  Wiiteable USCL.. Unlocked  Integes 108 ConditionAlam true true false fakse false
huCumidyd Fail TimeAlarmAcked COGood Ok ReadOnly  Calculated Unlocked  Time 103 CondtionAlam false false false fakie fakse
8 36 SundaplakeBooster Wi | | o TimeatormOH COGood Ok ReadOnly  Colculated Unlocked  Time 102 ConditionAlerm folse false folse folse fose v
Py ) > < " | >
AttrbuteReference | Value
T R SRR Y
10_Pump1 FailinAlsrm fabe
AL\ wateh List 1 /
[Mode: User

Wonderware Edge

Edge Project Runtime must be running
Make sure that the Edge Project is running.
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Writing to output tags

If you are receiving errors writing to output tags from TopView

General

See if you can use a tool from your SCADA vendor to write a value to the tag. This may expose a general
issue within the SCADA where tags cannot be written to. Once this issue is resolved with your vendor
you can attempt the write from TopView again.

Wonderware System Platform
e Make sure that your objects are deployed. You can use the Object Viewer to see the status of
any deployed objects and scripts.
e Verify that the ArchestraOPC user name and password (SMC > OlGateway/FSGateway) are
configured with a user who has write permissions

Ol Gateway
Specific version of OlGateway are required to write values to System Platform. See “

Ol Gateway notes” for more information.
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Gateway Connection Issues

Citect
e Ensure that Citect SCADA is running in server mode, not client mode

ClearSCADA/GEO SCADA

You may receive errors when you try to connect to the ClearSCADA OPC Server or if you try to browse
tags using TopView’s Tag Search.

First, make sure that “Advanced OPC Driver” is part of your license. If this is licensed, the OPC errors
may include:

e Error message: Error creating group : AddGroup failed with error

e Error message: Exception connecting to DA server...

e Unable to browse for Tags in the “Root Group” folder using Tag Search

e Unable to write to tags (e.g. for alarm acknowledge)

e Cannot connect when TopView Engine running as a Windows Service (may also be restricted by
a ClearSCADA demo license)

OPC Private Security
The ClearSCADA OPC Server can be configured with security to allow everyone or specific users.

You can configure a user/password in the OPC Server Alias dialog in TopView. The user/password should
be a ClearSCADA user, and we recommend using the super user or an administrator user. The user must
have “Alarm acknowledge” permission.

In the TopView Configurator, select Tags and Limits from the left menu, then click the gear button to the
right of the Server text box:

Tags and Limits

Add tags to the monitored tag list

Server;

Select your OPC Server Alias (default is “ClearSCADA”)

Enter the ClearSCADA username and password, then click [Apply changes]

S

L__f,,l OPC Private Securitys  Username: |I"~f13.r5uperUserAccnunt | Password:

Apply changes
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ClearSCADA Client Settings
Make sure that connections are not restricted to specific machines.

Windows Start button:

- Schneider Electnc ClearSCADA

Bulk Edit Tool

A= Bulk Edit Tool User Manual

E? Client APl Guide

L+ .
Configure Connections

Select the system and click [Properties]

For Type=ClearSCADA Server and Type=0PC Data Server, make sure the Workstation is blank

Workstation Mame |
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